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viin s0: 169 /BTTTT-UDCNTT ngay 06/02/2012 cta
B Thong tin va Truyén thong)

#1 va d6i twong ap dung

1.1. Pham vi ap dung

Tai liéu nay nham glal thich viéc ap dyung cdc tidu chuan ky thuét chmh
phan lién quan dén hé théng thu dién t cong bé kém theo Théng tu sb
01/201 I/TT—BTTT'I ngay 04 thang 01 ndm 2011 cia Bd tmcmg B6 Thong tin va

Truyén théng vé viéc Céng bd Danh muc tiéu chuédn k¥ thuat vé img dung cong
nghé théng tin trong ¢o quan nha nuée.

1.2. Doi twong Ap dung

Déi tuong ap dung bao gdm céc céc Bj, co quan ngang B0, co quan thude
Chinh phti; Uy ban nhan dan céc tinh, thanh phé true thude Trung vong.

2. Gii thiéu vé thwr dién tir

2.1. Khai niém

- Thu dién tir (electronic mail, viét tit 1a email hay e-mail) 1a mét phuong
thitc trao di cac thong diép dién tr tir mdt noi glti téi mot hay nhiéu noi nhén,
thong qua mang cac may vi tinh hay mang Internet;

- MUA (Mail User Agent): Chuong trinh duoc cai dat trén trén may vi
tinh cua nguéi st dung, hé trog gii/nhin thu con gol 1a email client, vi dy
Microsoft Qutlook, Microsoft Qutlook Express, hay Mozilla Thunderbird...;

- Web browser: Trinh duyét web duge cai dit trén trén may vi tinh cla
nguoi sir dung, hé try giri/nhan thu, vi du Internet Explorer, Mozilla Firefox. . ;

- MTA (Mail Transfer Agent hay Message Transfer Agent): Phén mém
may chu thu dién tir c6 nhiém vu cung tng cac dich vu thu dién tir bao gbm gii,
nhan hodc trung chuyén thir dién tr. MTA 1a diu méi giao tiép truc tiép voi cée
MUA, vi du postfix, gmail, sendmaij. ..

2.2. Cac chikc nang toi thiéu hé thong thyr dién ti cin co
a) Chirc ning cla phin mém thu dién tr
- Cho phép nhan, soan thdo, lwu tam va gt thw, dinh kém tép tin;
- Cho phép quan 1y lich lam viéc ca nhén;
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- Cho phép quan ly sb dia chi;

- Cho phép tao sb tay dé ghi chép, ghi nho céc thong tin;
- Cung cip cbng cu tim kiém thu dién tir.

b) Chitc ndng ctia phan mém trén mdy chi thu dién tir

- Cho phép tich hop vadi dich vu thu muyc dé quan 1y thdng tin va tai khoan
cta ngudi su dung;

- Cho phép ngudi sit dung truy cip méay chii dé doc, lay thu;

- Cho phép nguéi giri g thur cho ngudi nhén qua mdy chu thu dign tr.

(Cong van s6 1654/BTTTT-UDCNTT ngay 27/5/2008 va Cong vin 50
3386/BTTTT-UDCNTT ngay 23/10/2009 cia Bo Thong tin va Truyén thong)

3. Giai thich viéc ap dung cac tiéu chuan

3.1. M6 hinh trao doi thw dién tir

M& hinh trao ddi thu dién tr don gian trong Hinh 1 md ta céch thuc va
dudmg di ciia thir giita hai hé théng thu dién t.

Ngudi gov Nguw&i nhan

Gri thw
Nhan thw

Chuyén thur
Hé théng thu dign th guv Hé thbng thw dién ttr nhan
Hinh 1. M6 hinh trao ddi thu dién tir don gian

Trong md hinh trao doi thu dién tir don gian:



- Nguoi guri gui thur cho ngudi nhin théng qua chuong trinh gm/nhan thu
hoac trinh duyét web dd cai ¢4t trén may vi tinh, thu nay dugc chuyen dén may
chii thu dién 1 cue hé thong thur dién tr g

- May chu tbu dién tr tai noi giri s& doc dia chi ctia ngudi nhén, néu 12 thu
g sang mot hé thdng khac, mdy chu s& chuyén thu nay 1¢i may chu thw dién tir

trén hé théng thu dién tr nhan.
thur cia ngudi nhén. Ciing théng qua chuong trinh giri/nhan thu hodic trinh duyét

- May chu thu dién tir tai noi nhin s& chuyén thu clia ngudi gii dén hép
web di dugc cai dét trén may vi tinh, ngudi nhan s& nhén thu giri dén. |

Dé hiéu va 4p dung céc tiéu chuén hodc giao thire trong hé théng thu dién
tr, phan 3.3 md ta chi tiét cach thic ngudi st dung guri/nhén thu thong qua mot

hé théng thur dién tT don gian.
3.2. Kién triic ciia mdt hé thong thur dién tir don gian
Hinh 2 mé ta vé kién tric clia mét hé thong thur dién tir don gian va cach

thirc ngudi sir dung twong tic voi hé thng trong ba ting truyén dir liéu
Hhthéng théing tin khic

(CAng thong tin @én Ky, Quan
Iy viin bary v $idu hdnh, )

Ting trinh didn
) ‘
F-]
2 NN
@ o, de
£ <&

Téng dir ligu

T ————— r— — — T  — — — — — — — — — R wrem— —
.2

Hinh 2. Kién triic mot hé théng thu dién tir don glan
Céc thanh phén trong kién tric hé théng thu dién tir don gian & ba tang

- Tfing trinh cién:
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+ Chuong trinh giri/nhén thu va trinh duyét web: Duagc cai dat trén may vi
tinh cua ngudi sir dung;

+ Hé théng thong tin khac: Tich hop hé théng thu dién ti véi cac hé théng
théng tin khac nhu cong théng tin dién tir, quan ly vén ban va dieu hanh. ..

- Tang truy cép:

+ May chu thu dién tir: Nhan, dinh tuyén, truyén thu sir dung giao thirc
SMTP dén mét hop thu cling hé théng hay dén mot hé thong thu dién tr khac;

+ M4y chu hé théng tén mién: Phén giai tén mién thanh dia chi IP.
- T@'ing dir liéu:

+ CSDL (Co s¢ dif liéu) thu: Luu triX, nhan va thao tac thu d6i voi chuong
trinh doc thu trén may khach. Co thé nhén thu bing cac giao thirc POP, IMAP,
hay HTTP. POP tai thu vé trén may khach dé doc va hru trit con IMAP va HTTP
doc va huu trit thu trén may chu;

+ CSDL ngudi ding: Luu trir, nhin va truyén théng tin thu muc cho thanh
phé‘“m may chu thu dién tr, bao gém thong tin dinh tuyéwn vé nguoi ding, danh
sach truyén tin, va cac théng tin khac hd trg cho viée iruyén va truy cép thu.
CSDL ngudi ding ciing luu trit méat khau va cac thong tin cén thiét phuc vu cho
may chi thr dién tir hay CSDL thu dé xac thue ngudi diag.

3.3. Phuong thire truyén dir liéu giita cac ting

Sau ddy giai thich chi tiét phuong thire truyén di liéu gitra céc tng va cdc
tiéu chuén hodc giao thirc duoc ap dung trong hé thong thu dién tir don gian.

a) O ting trinh dién:

- Dé giri thu dién tir, ngudi st dung cé thé sir dung may vi tinh cé cai dit
chuong trinh gri/nhin thu thong qua giao thae SMTF hodc truy cép tir web
thdng qua trinh duyét web st dung giao thie HTTP, thu nay dugc chuyén dén
méy chii thu dién tir & ting truy cdp. Thoéng qua giao thirc MIME, ngoai théng
tin dang vin ban, ngudi su dung co thé g cac tdp tin dinh kém nhu hinh anh,
dm thanh, phim anh hay chuong trinh mdy vi tinh...

- Bé nhén thu dién ti, ngudi sir dung c6 thé sit dung méy vi tinh ¢6 cai dit
chuong trinh gii/nhin thu thong qua giao thite POP hodic giao thitc IMAP hoéc
truy cép vao web thdng qua trinh duyét web sir dung giao thirc HTTP tir may
chu thu dién tir & tAng truy cip.

- C6 thé két hop giao thitc SMTP véi mét trong hai giao thitc SSL hodc
TLS dé dam bao an toan trén dudng truyén khi gii thu; két hop giao thicc POP
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hodc giao thirc IMAP v6i mot trong hai giao thire SSL hosic TLS dé dam bao an
toan trén dudng t.ruyén khi nhin thu; hodic két hop giao thie HTTP vai mét
trong hai giao thirc SSL hodc TLS d& dam bao an toan trén dudmg truyén khi
gui/nhan thu,

- Truémg hop st dung chir ky 56 trong gui/nhén thu dién t, giao thue
S/MIME thuéng duge tich hgp trong cac chuong trinh giri/nhén thu dé hd tro
ma hoa va xac thue.

- Hé thong thu dién tir c¢6 thé duorc tich hop véi cac hé thong théng tin
khéc nhu céng théng tin dién i, quan 1y vin ban va diéu hanh. .

- O tang trinh dién, cac tidu chuin ho#c giao thuc chinh sau dugce ap dyung:

+ SMTP (S:mple Mail Transfer Protocol): La g1ao thirc chuin dam nhan
truyén céc thu tiy méy chi thu dién tir ciia ngudi gii dén may chi thu dién tir
cua ngum nhén. Guy dinh tit ca céc may chu thu dién tir bit bude phéi 4p dung
va hd tro giao thire SMTP dam bao thdng nhét trao déi dit lidy;

+ MIME (Multlpurpose Internet Mail): La giao thitc bd sung thém cho
SMTP dé cho phés gin kém cac thong diép da phu'cmg tién (khong phai 1a vin
ban) bén trong thong diép SMTP chuin. Quy dinh tt ca cac may chu thu dién tr

bat budc phai ap cung va hé trg giao thic MIME dam bao théng nhit trao déi
dir liéu;

+ POP (Posi Office Protocol): La giao thire chuén cho phep truy ¢ép vao
hép thu va tit ca thu dién tr s& duoc tai tir may chd thu dién tir vé mdy vi tinh,
ngoai ra c6 thé chon dé lai mdt ban sao ctia mdi thu lai may chi thu dién tir;

+ IMAP (Irternet Message Access Protocol); La giao thirc chudn cho
phép truy cdp vao adp thu, trong dc') cac thu dién t&r duge nhan vé va giit lai trén
may chu thu dién wr. Khi ¢6 yéu céu doc mot thu dién tir cu thé, ndi dung thu
md&i dugc tai xubng tir may chu.

Quy dinh tat c& céc may chu thu dién tir bat buéce phai ap dung va hd tro
hogc giao thirc POP hojc giao thirc IMAP hoic bét bude &p dung va hd tro ddng
thoi ca hai giao thire POP va IMAP & dam bao théng nhét trao déi dit lidu. -

+ HTTP (HyperText Transfer Protocol): La giao thitc chuén truyén tai di
liéu tir mdt mdy chi vao mét trinh duyét web dé ngudi ding c6 thé xem.mot

trang tin. Quy dink tit ca cdc may chu cung cép dich vu bit budc phai ap dung
va hd trg giao thic HTTP:

+ SSL (Sectre Sockets Layer), TS (Transport Layer Security): La cac
glao thirc dam bao an toan trén dudng truyén bing cich mi héa cic o6 két néi.
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Trong truémg hop mudn dam bao an toan trén ducmg truyén, quy dinh cac img
dung (vi du trinh duyét web) va cac may chu cung cép dich vu bt budc phai ap
dung va hd trg cac giao thie SSL/TLS.

b) O ting truy cip:

- Sau khi nhan thu tir ngudi ding giri di tir tAng trinh dién, may chl thu
dién tir sé doc dia chl cla ngudi nhin va dua vao phf?m tén mién, n6 s& phan giai
dia chi cta tén mién niy qua may chi hé théng tén mién st dung g1ao thire DNS
dé xac dinh may chi s& nhén thu g dén. May chi hé thong tén mién s& tra lai
mét ban ghi trao doi thu, day la ban ghi chi ra cach thuc am thé nao dinh tuyén
cho thy dién tir ndy. Néu 1 thu giri trong cung mdt hé thong, may chu thu dién
tir s& chuyén thu nay dén CSDL thu & thng dir lidu, sau do s& chuyén dén hop
thur cita ngudi nhén theo mo ta trong Hinh 3 bén dudi. Nguoce lai, s&€ gui dén mot
may chi thu dién tir khac rdi méi chuyén dén hép thu cia ngudi nhén (theo mé
t4 v& mé hinh trao déi thu dién tir don gian trong muc 3.1) qua giao thire SMTP. |

- Ngodi ra, c6 thé 4p dung tiéu chuin DNSSEC dé ting cudng tinh bao
maét cho may chi hé¢ thong tén mién.

- O téng truy cap, céc tidu chuén ho#ic giao thirc chinh sau dugc ap dung:

+ DNS (Domain Name System): La giao thic chudn muc dich dé phan
giai dia chi, ding dé 4nh xa giira tén mién (domain name) sang dia chi IP
(Internet Protocol address viét tat 1a IP address ). Quy dinh tat ca céc may chu hé
théng tén mién bat bugc phai 4p dung va hd tro giao thire DNS;

+ DNSSEC (Domain Name System Security Exteasions): La mot tap cac
sira doi, bd sung cho glao thirc DNS dé cung cap tinh xac thuc, toan ven. Cac
may chi hé théng tén mién cé thé tly chon 4p dung, nhtrng khuyén nghi nén ap
dung dé ting cuong bao mét cho mdy chd hé théng tén mién.

¢) O tang dir liéu:

- Néu 1 thu gui trong cing mot hé thong, may chu thu dién tir s& chuyén
thu nay dén CSDL thu & ting dit liéu, sau d6 s& chuyen dén hop thu cta ngudi
nhén. CSDL thu lwu théng tin vé céc thu gi/nhan cla ngudi st dung. CSDL
nguoi dang luu cac thdng tin tai khoan ngudi st dung, pauc vu cho may chu thu
dién tir hay CSDL thu dé xac thue ngudi st dung va dya trén giao thue chuén
LDAP.

- O tAng dfr liéu, cac tidu chuén hodc giao thire chinh sau dugc ap dung:

+ LDAP (Lightweight Directory Access Protocol): La giao thire chuin
dung dé truy nhap cac dich vu thu mue, phuc vu tich hop dir ligu dé tir d6 cd thé
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dung chung giita cac hé théng khac nhau. Quy dinh tit ca cac phin mém may
¢htt dich vu thu muc bat budc phai 4p dung va hd tro giao thirc LDAP.

Hinh 3 minh hoa céc tiéu chuén hodc giao thirc chinh duge ap dung tft)ng
hé thdng thu dién tir don gian.

Teinh duyit web mm
é | IChirong trinh geiinhan thu

' Hé théng thang tin khée
{Céng théng tin il tir,
Ting trinh dién Quarni Ivmhil; v didu
Tang truy cép - L e May cha hi
théng 1én mién
DNS/ONSSEC
Téng dir figu

Hinh 3. Céc tiéu chidn hodc giao thirc chinh ap dung trong hé théng thu dién tir

Tét ca céc luéng dit liéu twong tac gitra ngudi stir dyng véi may chi thu
dién tir hodc trao dbi gitta cdc thanh phin cia méy cha thu dién tir déu thuc hién
trén mdi truong mar g thong qua bd giao thac Internet (Internet Protocol Suite).
Trong do:

+ TCP (Transmission Control Protocol): La mét trong céc giao thic cot
161 cua bd giao thuc Internet. Giao thic nay dam bao chuyén giao dir liéu téi not
nhan mét cach dang tin cdy va dung thi tu;

+ UDP (User Datagram Protocol): La mét trong cac giao thie cot 16i coa
b giao thirc Interner. UDP khong cung cép su tin cdy va thi tu truyén nhén nhu
TCP thue hién, céc goi dir lidu c6 thd dén khéng dung thir tu hodc bi mat ma
khéng co thong bao; |



+ IP (Internet Protocol): La mét trong cac giao thic cot 181 clia bo giao
thirc TCP/IP, IP 14 m6t giao thirc hudng dir liéu duge sir dung boi cac may chu
ngufin va dich dé truyén dir liéu trong mot lién mang chuyén mach goi. Dé dam
bao an toan cho giao thue IP, ¢é thé sir dung IPsec (Internet Protocol Security)
dé xdc thuc va m3 hoa timg goi IP cia mét phién giao dich va chi bét budc ap
dung khi mudn dam bao an toan;

+ Quy dinh tat ca cic mang déu phai bit bude 4p dung va hd trg cic giao
thirc TCP, UDP, IP. Bbi voi giao thice IP, giao thirc nay dang trong qua trinh
chuyén dbi tir IPv4 (phién ban 4) 1&n IPv6 (phién ban 6).

4. Chi tiét cac tiéu chuin hodc giao thire

P6i chiéu v6i Danh muc tidu chudn vé img dung cong nghé thdng tin
trong co quan nha nude (Cong bd kém theo Théng tu 50 01/2011/TT-BTTTT
ngay 04 thang 01 nim 2011 clia B§ truéng B Thong tir va Truyén théng), cac
tiéu chuén hoiic giao thue chinh duge st dung trong hé thong thu dién tr bao
gom:

4.1. Giao thite truyén siéu viin ban HTTP

- Ngudn tai liéu:

+ HTTP vl1.1 http://www.w3.org/Protocols/rfc2616/rfc2616.html

- Néi dung: HTTP la mét trong nam giao thirc chudn vé mang Internet,
duge ding dé giao tiép gita Mdy cung cdp dich vu (Web server) va May su
dung dich vu (Web client). Trong hé théng thu dién tiz, HTTP dwec dung dé
giao tiép gilta mdy chu thu dién tr va méay vi tinh cta ngudi st dung. Trong
Théng tu $6 01/2011/TT-BTTTT, HTTP duge quy dinh la bt bude 4p dung
phién ban 1.1 va duoc xép vao phin Tiéu chudn vé két nbi.

4.2. Giao thiwre giri thw SMTP va MIME
- Nguén tai lidu:

+ SMTP: http://tools.ietl.org/html/rfc532 1
+ MIME:

http://tools.ietf.org/html/rfc2045, htip://tools.ietf.org/htmi/rfc2046,
http://tools.ietlorg/html/rfc2047, http://tools.ietf.org/html/rfc4289,
http://tools.ietf.org/html/rfc4288

- No1 dung;



+ SMTP la g.ao thic chuan cho gin thu dién tr théng qua mdi trudng
mang. SMTP su dung dich vu truyén dit liéu tin cay cua TCP dé truyén thu tu
may chi thu dién tir cla nguoi gii dén mdy cht thu dién tr cda ngudi nhan.
SMTP c6 hai thanh phin chinh: phia mdy khach, trén may cha thu dién tir ctia
ngudi giti va phia may cha trén may cha thu dién tr ctia nguoi nhén. Tét ¢a cac
méy chil thur dién tr déu chay ca hai phia khach va chit ctia SMTP. May chi thu
dién tir dong vai tro may khach khi g thu, va dong vai trd may chu khi nhan
thu. Trong Thong tu 6 01/2011/TT-BTTTT, SMTP dugc quy dinh la bit bude
ap dung va duoc xér vao phan Tiéu chuin vé két ndi; _

+ MIME [ mét giao thic truyén thong tin dé truyén nhimg dit lidu theo
nhidu kiéu khdc nhau nhu: a4m thanh, dang nhi phén hodc hinh anh, video...
MIME mi hoa nhimg tip tin va ching duoc giai mé tré lai dang gbc tai diém
nhan. Théong tin dau (Header) cia MIME dugc thém vao tip tin bao gom kiéu
ndi dung dit liéu vi phuong phap ding dé md hoa. Trong Théng tu sb
01/2011/TT-BTTTT, MIME duoc quy dinh 1a bt bude dp dung va duge xép
vao phan Tiéu chuar. vé két néi.

4.3. Giao thi: truy cap hop the POP
- Ngudn tai liéu:

+ POP3 http://tools.ietf.ore/html/rfc1939

- N§i dung: Ciao thitc POP cho phép nguoi st dung dang nhap vao may
chu thu va &y (tai vé) cac thi v hop thu. Nguoi sir dung ¢6 thé truy xuat may
chu POP tir bat cir 1é thdng nao trén mang, bat cir chirong trinh giri/nhdn thir
ndo hd tro glao thir: POP. Trong Théng tu s6 01/2011/TT-BTTTT, POP duoc
quy dinh 14 bat bude ap dung phién ban 3 va dugce xép vao phan Tiéu chuén vé
két noi.

4.4. Giao thire nhan thu IMAP

- Ngudn tai liéu:

+ IMAP4rev] htip://tools.ietf.org/html/rfc3501

- Nbi dung: Ciao thirc IMAP cung cip tit ca cdc tinh niing cla giao thirc
POP va c6 thé thay thé POP ma khéng pha v hé théng thu hién hanh. Giao thirc
nay cho phép ngudi diung luu triy thu trén may chi thu, khong cin phai tai vé tit
ca céc thu v& may vi tinh. Kha niing nay dic biét c¢6 ich cho ngudi ding di déng
¢ thé doc thu trén bit ky mdy tinh ndo. Trong Théng tu sé 01/201 1/TT-
BTTTT, IMAP duoc quy dinh 1a bit budc ap dung phién ban 4 sira d6i lan 1 va



duge xép vao phan Tiéu chuén vé két ndi.
4.5, Giao thirc truy cap the muc LDAP
- Nguén tai liéu:

+ LDAPv3 http://www.ietf.org/rfc/ric2251

~ Néi dung: Giao thire LDAP thudng phén chia theo O (Organisation - t0
chirc) va cac OU (Organisation Unit - phén bd). Trong cac OU ¢ thé ¢é nhimg
QU con va trong cac OU c6 cac CN (Common Name), nhing nhém gia tri ndy
thuong duoc goi 1a DN (Distinguished Name - t€n goi »han biét). Mbi gia tri
chtra trong LDAP thudc dang tén: gia tri, thuong duoc goi la LDAP Attribute -
thudc tinh LDAP (viét tit 1 attr, mdi attr dugc nhan dién nhu mdt LDAP Object
- d6i tuong LDAP). Nhimng diém & trén hinh thanh nén lugc d6 LDAP va co tidu
chuén théng nhét gifra céc (mg dung phét trién LDAP. Déy 14 Iy do LDAP duoc
lua chon cho viée luu trir va tich hop véi cée tinh nang xac thue; LDAP dugc
ding trong bat ky hé théng nao hd trg va tuin thu ding giao thitc nay. Trong
Théng tu s6 01/2011/TT-BTTTT, LDAP duge quy dinh l1a bit budc dp dung
phién ban 3 va dugc xép vao phan Tidu chudn vé két ndi.

4.6. Giao thirc dich vu tén mién DNS
- Nguén tai liéu:

+ DNS http://tools.ietf.org/html/rfc1034, htip://tools.ietf.org/html/rfc1035

- N6i dung: DNS la mét giao thitc cho phép thiét lap twong img gilta dia
chi TP v tén mién, né chuyén tén mién c6 ¥ nghia thanh 6 dinh danh (nhi
phan), dinh vi va dia chi hoa cac thiét bi khip thé giéi. Vi du,
www.example.com dich thanh 208.77.188.166. Tén mién Internet dé nhé hon
cac dia chi JP nhu la 208.77.188.166 (IPv4) hodc 2001: db8: 1f70: 999: de8:
7648:6e8 (IPv6). Trong Théng tu sé 01/2011/TT-BTTTT, DNS duoc quy dinh
1a bit budc 4p dung va duoc xép vao phéan Tiéu chuén vé két ndi.

4.7. Giao thirc giao van mang c6 két ndi TCP
- Nguén taj lidu:

+ TCP hitp://www.ietf.ore/rfe/rfc793

- Noi dung: Giao thire TCP 1la mdt trong cac glao thirc cbt 161 ciia bd giao
thirc Internet. Str dung TCP, cac Umg dung trén ciac may chi dugc néi mang ¢é
thé tao cac két ndi voi nhau, qua dé cac ting dung cé thé trac dai dit liéu hodc
céc goi tin. Giao thire nay dam bao chuyén giao dit liéu tdi noi nhian mét cach
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dang tin cdy va ding thir ty. TCP con phén biét gifta dit liéu ciia nhidu tmg dung
(ching han, dich vu web va dich vu thu dién tr) ddng thoi chay trén cing mét
may chu. Trong Théng tu sé 01/2011/TT-BTTTT, TCP duoc quy dinh & bat
budc ap dung va duogc xép vao phan Tidu chuan vé két ndi.

4.8. Giao thirc giao vAn mang khéng két néi UDP

- Nguon taj Jiéu:

+ UDP http://tools.ietf org/html/rfc768

- Néi dung: UDP 13 mét trong nhimg giao thirc cdt 137 cuia bé giao thirc
Internet. Str dung giao thirc UDP, chuong trinh trén mang may tinh co thé g
nhimg dir liéu ngan duoc goi 12 datagram t&i may khac. UDP khong cung cép sy
tin cdy va th tu truyén nhin ma TCP cung cap; cdc goi dit liéu c6 thé dén
khéng dung thir tw hodc bi mét ma khong c6 thong bao. Tuy nhién, UDP nhanh
va hiéu qua hon dbi v&i céc yéu clu nhur kich thude nho va yéu cdu khit khe vé
thot gian. Do ban ckét khong trang thai cia né nén UDP hitu dung dbi voi viée
tra 101 cac truy van nho voi sb lugng 1én nguoi yéu cau. Trong Théng tu sb
01/2011/TT-BTTTT, UDP duge quy dinh 13 bat bude dp dung va duge xép vao
phan Tiéu chuén vé két ndi.

4.9. Giao thirc lién mang LAN/WAN IP
- Nguén tai liéu:

+ [Pv4 http://tools.ietf.org/html/rfc791

+ [Pv6: http://tools.ietf org/html/rfc2460

- N§i dung: Giao thirc [P 1a mét trong nhimg giao thic cbt 161 cha bd giao
thirc Internet, dugc st dung béi cdc may chit ngudn va dich dé truyén dir lidu
trong mot lién mang chuyén mach géi. Dir liéu trong mot lién mang [P dugc gui
theo cac khdi duge goi la céc goi (packet hoiic datagram). Cu thé, TP khéng can
thiét 14p cdc duwdng truyén trude khi mdt may chil giri cdc gbi tin cho mét may
khac ma trudgc do né chua timg lién lac. Giao thic IP cung cép mot dich vu giri
dir liéu khéng dam béo (con goi 1a cb ging cao nhét), nghia 14 giao thitc nay hau
nhu khong dam bao gi vé goi dir lidu. Goi dir liéu c6 thé dén noi ma khéng con
nguyén ven, goi dir liéu cé thé dén khéong theo thi tu (so véi cac géi khac duoe
glii giita hai may ngudn va dich d6), géi dit liéu c6 thé bi trung 13p hodc bi mét
hoan toan. Trong Théng tu sb 01/2011/TT-BTTTT, IP duge quy dinh 13 bt
budc ap dung phién ban 4 (IPv4), khuyén nghi ap dung IP phién ban 6 (IPv6) va
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dugce xép VAo phén Tiéu chuén vé& két ndi. Hién tai, IP dang trong qua trinh
chuyén ddi tir IPv4 18n IPv6.

4.10. Giao thirc an toan thw dién tir S/MIME
- Nguén tai liéu:

+ S/MIME v3.2 http://tools.ietf.org/html/rfc5751

- N&i dung: Giao thire S/MIME 1a mét tiéu chudn hé tro an toan, cu thé la
mi hoa cho giao thuc MIME. S/MIME dua vao hai phuong phap an ninh cho
thu dién tir. Thir nhat 1a xac thue, dam bao toan ven, chdng chdi bo théng qua
chit ky s&; thir hai 12 dam bao bao mat va an toan dit liéu bang cach ma hoa.
Trong Théng tu s6 01/2011/TT-BTTTT, S/MIME duogc quy dinh 14 bat buge 4p
dung phién ban 3.2 va dugc xép vio phan Tiéu chuan vé an toan thong tin.

4.11. Giao thirc an toan ting giao van SSL/TLS

- Nguén tai liéu:

+SSL v3.0 http://tools.ietf.org/html/draft-ietf-tls-ss]-version3-00

+ TLS v1.2 http://tools.ietf.org/htmi/rfc5246

- Noi dung: SSL 1a giao thirc duge thiét ké dé tao ra cic giao tiép gita hai
chuong trinh ing dung trén mét céng dinh trude nhidm mi hod toan bd thong tin
di/dén, ngay nay SSL duge sir dung rdng rii cho giao dich dién tir nhu truyén sb
hidu thé tin dung, mat khau, 6 bi mét ca nhan (PIN) tzén Internet. Giao thirc
TLS dugc phat trién dua trén SSL. Hai giao thic ndy duge sir dung thy theo
ting trudng hop cu thé. Trong Thong tr s 01/2011/TT-BTTTT, SSL va TLS
duge quy dinh bat budc ap dung phién ban 3.0 va phién ban 1.2 twong tng, va
duoc xép vao phin Tiéu chudn vé an toan théng tin.

4.12. Giao thirc an toan truyén siéu vin ban HTTPS
- Ngudn tai liéu:
+ HTTPS http://tools.ietf.org/html/rfc2818

- N6i dung: HTTPS 1a giao thic dua trén HTTP va SSL/TLS dé bao mat
trong qué trinh giao tiép gitta May cung cap dich vu v& May su dung dich vu.
Trong Théng tu 01/2011/TT-BTTTT, HTTPS dugc quy dinh la bat budc ap
dung va dugc xép vao phén Tidu chudn vé& an toan théng tin.

4.13. Giao thirc an toan truyén thw diéa tir SMTPS
- Ngudn tai lidu:
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+ SMTPS http://www.ietf.org/rfc/rfc2487, http://www.ietf.ore/rfe/rfc 1425

- Néi dung: SMTPS 1a két hop ciia giao thirc SMTP véi mét trong hai
giao thue SSL hodc TLS, SMTPS la mét phuong thirc dam bao an toan cho giao
thirc SMTP trén dudng truyén, cung cép tinh nidng xac thuc, toan ven dir liéu va
bao mat. Trong Théng tu s6 01/2011/TT-BTTTT, SMTPS duoc quy dinh 1a bt
bude ap dung va ducc xép vao phan Tiéu chun vé an toan théng tin.

4.14. Giao thirc an toan truy cap hdép thu POPS
- Ngudn tai liéu:

+ POPS http://tools.ietf.org/html/rfc2595, http://tools.ietf.org/html/drafi-
melnikov-pop3-over-tls-00

- Noi dung: POPS 14 két hop cla giao thic POP (phién ban 3) v6i mét
trong hai g1a0 thie SSL hodc TLS dé dam bao an toan trén duong truyén. Trong
Thoéng tu s6 01/201./TT-BTTTT, POPS dugc quy dinh 13 bat bude ap dung va
duge xép vao phin Tiéu chudn vé an toan thong tin.

4.15. Giao thirc an toan truy cip hop thu IMAPS

- Ngudn tai liéu:

+ IMAPS http://tools.ietf.org/html/rfc2595

- Noi dung: IMP}PS 12 két hop cua giao thitc IMAP ‘Vé'i mot trong hai giac}
thitc SSL ho#c TLS dé dam bao an toan trén duc‘)'ng truyén. Trong Théng tr s

01/2011/TT-BTTTT, IMAPS dugc quy dinh bét bude 4p dung v duoc xép vao
phén Tiéu chudn vé an toan thdng tin.

4.16. Giao thire an toan dich vu DNS DNSSEC
- Ngudn tai liéu:
+ DNSSEC ht.p://tools.ietf.org/html/rfc2535

- N6i dung: DNSSEC 1a mét tap cic sira dbi, bd sung cho giao thirc DNS
dé cung cap tinh x4 thye, toan ven. Trong Théng tu sé 01/2011/TT-BTTTT,
DNSSEC dugc quy dinh 14 bit bude 4p dung va duoc xép vao phan Tiéu chuén
vé an toan thong tin.

4.17. Giao thire an toan ting mang [Psec
- Ngudn taj liéu:

+ 1Psec http://iools.ietf.org/html/rfc4301
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- Noi dung: IPsec 1a4 mdt bd giao thuc d& dam bao an toan truyén dir liéu
giao thire IP bang céch x4c thuc va mi héa timg goi IP cua mét phién giao dich.
Trong Thong tu sé 01/2011/TT-BTTTT, IPsec dugc quy dinh la bat buje ap

dung va duge xép vao phan Tiéu chuan vé an toan thong tin.

Dudi ddy la bang tdng két v& mot sd tiéu chuén hodc giao thirc chinh sir
dung trong hé théng thu dién tr dugc dé cap trong Thong tu s 01/2011/TT-

BTTTT:
| 8§ | Loai Tén ddy da | Tén ddy dd Ky hiéu Quy dinh
| TT | tiéu chudn (tifng Anh) | (tiéng Vigt) tiéu chuén ap dung trong
| Thong tw
01201 /TT-BTTTT
| T‘iéu'chqﬁn
vé ket noi
1 Hypertext Giao thire HTTP Bat bude ap dung
| Transfer truyén siéu phién ban 1.1
- i Protocol vén ban
o Simple Mail | Giao thuc SMTP/MIME | Bét buéc ap dung
‘. Transfer truyén thur
! Protocol/Mult | dién tG
i i -lpurpose
, ‘ Internet Mail
L Extensions
N Post Office | Giaothirc | POP Bt budc 4p dung ca
" Protocol truy cép hai tiéu chuan d6i véi
1 Internet hop thu IMAP may chu: POP phién
Message ban 3, IMAP phién
t Access ban 4 stra ddi 1an 1
' Protocol
4 Lightweight | Giao thic LDAP Bit budc ap dung
‘ Directory truy cép phién ban 3
Access thir muc
L Protocol
5 Domain Giao thic hé | DNS Bit budc ap dung
Name System | théng
] tén mién
5 Transmission | Giao thire TCP Bat budc 4p dung
Control giao van
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S6

Loai Tén ddy da | Tén diy da Ky hiéu Quy djnh
TT | tiéuchudn | (tiéng Anh) | (tiéng Viét) | tiéu chuén ap dung trong
Théng tw
01201 1/TT-BTTTT
Protocol mang co két
] ndi
7 User Giao thic UDP Bit bude ap dung
Datagram giao vén
Protocol mang khéng
] két ndi
8 Internet Giao thie lién Bét budc ap dung
Protoco: mang phién ban4
LAN/WAN Khuyén nghi ap dung
phién ban 6
Tiéu chuén
vé an toan
thong tin
9 Secure Multi- | Giao thuc an | S/MIME Bit budc ap dung
purpose toan thur dién phién ban 3.2
Internet Mail | tur
Extensions
10 Secure socket | Giao thuc an | SSL Bit bude ap dung mot
Layer toan ting giao trong hai tiéu chuén: |
Transport van TLS SSL phién bén 3.0,
Layer TLS phién ban 1.2
] Security
11 Hypertext Giao thucan | HTTPS Bt bude 4p dung
Transte:- toan truyén
Protocol over | stéu van ban
Secure Socket
] Layer
12 Simple Mail | Giao thirc an | SMTPS Bat budc 4p dung
Transfe- toan truyén
Protocol over | thu dién tur
Secure Socket
- Layer ‘
13 Post Ofice Giao thircan | POPS Bit bude ap dung mot
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| sb Loai Tén ddy di | Tén day dn Ky hiéu Quy dinh
| TT ! tiéuchudn | (tiéng Anh) | (tifng Vigt) | tiéu chuin ap dung trong
Thong tuw
3 01/2011/TT-BTTTT
| Protocol over | toan dich vu hodc ca hai
Secure Socket | tryy cap tidu chudn
Layer hép thu
| Internet IMAPS
i Message
Access
Protocol over
Secure Socket
Layer
14 Domain Giao thitc an | DNSSEC Khuyén nghi 4p dung
| Name System | toan dich vu
Security DNS
] Extension
L 15 Internet Giao thirc an | [Psec Bit bude ap dung
‘l 5 Protocol toan ting
' | security mang
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G1AL THICH VIEC AP DUNG CAC TIEU CHUAN KY THUAT CHINH SU
DUNG CHO CONG THONG TIN PIEN TU

(Kém theo Cong van sé: 169 /BTTTT-UDCNTT ngay 06/02/2012 cua
B& Thoéng tin va Truyén théng)

Lo ‘
1. Pham vi ?fa doi twong ap dung 190 b8 .
1.1 Pham vi ap dung S

Tai lidu nay nhim giai thich viéc 4p dung cac tiéu chuan k¥ thuat chinh phin
lién quan dén cong thing tin dién tir cong b kém theo Théng tu s6 01/2011/TT-
BTTTT ngay 04 thang 01 nam 2011 cta B trréng B6 Théng tin va Truyén théng
vé vide Céng bd Danh muc tiéu chudn k¥ thuit vé ‘mg dung cong nghé thong tin
trong ¢o quan nha nucc.

1.2 Poi twong ip dung

Péi tuong dp dung bao gém cac cac B, co quan ngang B6, co quan thude
Chinh pht; Uy ban nhan dan céc tinh, thanh phd truc thuée Trung wong.

2. Tong quan vé cbng thong tin dién tir
2.1 Khai niém
Céng théng tin dién tir 1a diém truy cép duy nhét trén méi trudng mang, lién

két, tich hop céac kénh théng tin, cac dich vu va cac img dung ma qua dé nguoi
dung co the khai thac, sit dung va ca nhan hoa viéc hién thi thong tin.

(Khoan 2, Diéu 3, Théng tu 56 25/2010/TT-BTTTT ngay 15 thang 11 nim
2010 cua B trucng Bo Thong tin va Truyén théng quy dinh viéc thu thdp, su dung,
chia se, dam bao an toan va bao vé théng tin cd nhan trén trang thong tin dién tu
hodc cong théng tin dién tit ctia co quan nha ndc).

2.2 Cac chirc ning can ¢6 cua cong thong tin dién tir

Céc chic ning cdn co cia cong thong tin dién wr theo Coéng van sb
1654/BTTTT-UDCNTT ngay 27/5/2008 va Cong van sé 3386/BTTTT-UDCNTT
ngay 23/10/2009 cia B Thong tin va Truyén théng gébm nhimg nhém chirc néng
chinh nhr sau:

Nhom chire ning ciia phin mém cong 16i: Nhom chirc ning nay c6 cac
chire nang con nhu Cé nhan hoa va tiy bién; Pang nhép mét 14n, xac thuc va phan
quyén; Quén ly cbng théng tin va trang théng tin; Quan ly cau hinh; Tich hop cac
kénh théng tin; Chirc ning tim kiém théng tin; Quan tri ngudoi st dung; Thu thap
va xudt ban thong tin; Sao luu va phuc hoi dix liéu; Nhat ky theo ddi; An toan, béo
mat cong théng tin. |



Nhém chire ning cung cip dich vu twong tic ing dung quén Iy hanh
chinh céng: Nhém chirc ning ndy co cac chire ning con nau quéan tri va bién tap
ndi dung (CMS); Cung cép céc dich vu img dung (dich vy hanh chinh cong); Biéu
mau dién tir.

Nhém chire ndng cung cip dich vy twong tac tryc tuyén, tién ich: Nhom
chizc ning nay c¢6 cac chuc niang con nhu Thu dién tir; Giao luu tryc tuyén; Hot
dap truc tuyén; Gop v truc tuyén.

3. Giai thich viéc ap dung cac tiéu chuan

3.1 Dic trung co ban ciia ¢dng théng tin dién tér so véi trang thong tin
dién tir

Mot trang théng tin dién tir tinh c6 dac diém 1 giao dién va ndi dung duoc
dung sin do vAy gip kho khan trong van dé cép nhét thong tin, con trang thong tin
dién tir dong 1a nhimg trang ma cac ndi dung cia chung duge cép nhat, truy XuAt
va hién thj ty theo yéu cdu ngudi ding, vi du ciing mét trang xem.aspx nhung lic
ndy thi hién thi ndi dung nay lac khéc thi hién thi ndi dung khac tiy theo ngudi
dung kich vao lién két ndo. Con déi véi cong théng tin dién tir thi khong chi cé
dong vé ndi dung ma con déng vé cau tric va vi thé nén ta c6 thé dé dang tiy bién,
ap dung cho nhidu linh vuc kbéc nhau ma phén didu chinh 14 it nhat vi céc thanh
phén déu & dang twong dbi doc lap.

Mot dic diém ndi béat cita céng thong tin dién tr 12 kha ning cho phép xay
dung néi dung thong tin tu nhiéu nguﬁ")n cho nhiéu d6i tuong sir dung va thiét dit
céc thong tin khac nhau cho céc loat dbi tuong sir dung khéc nhau theo yéu céu, ho
tro nhidu méi trudmg hién thi théng tin clia cing mdt ndi dung, ching han clng
mét nGi dung nhung hién thi trén may tinh thi s dung HTML, hién thi trén PDA
thi st dung WML, ngoai ra kha ning ding nhip mét 1an va quéan tri (bao gdm quan
tri ¢bng théng tin va quan tri ngudi ding) cling 12 mot dic diém quan trong cia
cbng thong tin dién tir so voi trang théng tin dién ur.

3.2 Kién triic co' ban ciia cong théng tin dién tir

Véi mdi hiing phat trién céng théng tin dién tir s& c6 mbt dong san pham lién
quan va tmg véi d6 1a kién tric di kém, tuy nhién tu chung lai kién truc co ban
clia cong thong tin dién tir dugc thé hién nhu Hinh 1, Khach & ddy c6 thé 1a ngudi
ding cudi, cac hé théng hd trg ndi dung, céng WAP, cong thoai. Cac Khach théng
qua Internet/Intranet giao tiép voi phén 161 ctia cong thdng tin dién t, phén 1561 nay
¢6 thé 1a thanh phén tich hep, bao mét, quan tri ndi dung, cdng tdc va ca nhén hoa.
Chi tiét hon cac tharh phin nhur sau:



Bao mil
{Security)

Khach 1
P
\Y,f > RN Quan tri ndi dung

Y T:‘Eh '“’P ?’JE {Content Management)
p thong tin dign
Khach 2 »  Imemet/intranet  — tir

i )/ {Portal

e ; integration) Chng tac
/ N v
/ \‘\_«k _/,..‘J‘ {Collaboration)
N
khich n

Ca nhan hoa
[Personalization)

:

Hinh 1. Kién tric co ban cla cong théng tin dién tir

Bao mat: Day la van dé song con dbi véi mét cémg thong tin dién t4. Cac
cdng thong tin dién td can cung cAp mdt co ché xac thuc va kiém sodt ngudi sir
dung truy cép vao thdng tin va cac ung dung, ngoai ra cung clp co ché luu trlt va
trao d6i thong tin véi cac phuong phap khac nhau ching han nhu ma héa.

Quan tri ndi durg: Cong théng tin dién tlr chira théng tin tir cic nguén khac
nhau va thong tin nay phai duoc cap nhat thuong xuyén, do vay cdng thong tin can
cho phép thay ddi d& cang ndi dung, dong thoi duge tr dong hoéa mitc cao nhit co
thé bing cic céng cu ¢ip nhat dén timg nguodi ding ciing nhu trién khai thyc hién
tu dong céc dich vu thu thap thong tin tir xa.

Céng tac: Muc tiéu chinh cta cong tac la cung cap mot tép hop cac chic
ning dé giao tiép gitra nguoi str dung cta cong théng tin dién tir nhur céc danh séch
thao luén, tré chuyén va nhom tin.

C4 nhén hoa: Muyc tidu chinh ctia c¢é nhan hoéa 14 hd trg ngudi ding hién cac
théng tin theo mong muédn ctia minh, cho phép thiét 1ap cac thdng tin khac nhau,
trinh bay theo cac cach khac nhau, phuc vu cho céc loai d6i teong st dung khéc
nhau theo céc yéu ¢Au ¢4 nhan nhu s& thich, thoéi quen, yéu céu da dang cua ngudi
dung. Cho phép ngudi diung tu dinh nghia cac tinh ning ca nhin cua riéng minh,
hién thi cac dich vu ma ngudi ding muén, cho phép ngudi ding c6 thé ty cdu hinh
lai giao dién lién quan dén vi tri, mau sic cia cac thanh phan (nhu cac trang, cac
khung, céc lién két...).

Ngoai cdc thanh phan cia kién tric d3 duoc liét ké & trén, cac thanh phan
sau cling thuémg dugc dé cip dén nhu 1a mét phin cia kién tric cong théng tin
dién tir nhu khé ndng tich hop, xuét ban ndi dung, kha ning tim kiém, ding nhip
mét 14n, quan tri, hd trg nhidu méi trudng hién thi théng tin. Mot cong théng tin
dién tir khéng nhat thiét phai co day di cac thanh phan trén, tiy vao diéu kién thuc



té khi xdy dung cbng thong tin dién tr ching ta lya chon cic thanh phén cho phu
hop.
3.3 Cbng thong tin dién tir va dich vu web

Trén thi truomg v6i méi dong san pham s& co nhiéu hang tham gia voi nhleu
giai phap cdng nghé khac nhau, cdu héi dét ra la lam thé nac dé céc san pham cong
thong tin dién ti x4y dung dua trén cic cong nghe khac nhau nay co thé giao tiép
v&i nhau, dich vu web la mét giai phap cho van dé nay, dich vu web cho phép cac
may giao tiép véi nhau ngay ca trong mdi truong khac nhau. Hinh 2 mé ta mé hinh
dich vu web vai ba thanh phz"in co ban:

s
// Directory N\ UDDI

/'service - Broker ",
; {Dich vy '
thu muc)
o/
wW5DL
WSDL

ra \ ; ‘\‘
7/ Service \ S Service
/  Provider Requestor

4 A e oy

s, (Nhé cung cip / (Yéucdu /
N, diehw i \ dichwal 7

/ :

N ; 3

A
A

Hinh 2. M6 hinh dich vu web

Nha cung cép dich vu: Gini cac dich vu ma minh ¢6 thé cung cip 1én Dich vu
thy muc, tmg véi mai dich vu giri 18n ¢6 mot ban md ta dich vu duoc viét bang
ng6n ngir dinh nghia dich vu web (Web Services Definition Language, WSDL).

Ngén ngiv dinh nghia dich vu web (Web Services Definition Language,
WSDL) la mot ngon ngir dua trén XML dung dé xde dinh vi tri va mé ta cdc dich
viu web, WSDL la mot tiéu chudn ciia W3C.

Dich vu thu muc (con goi 14 dich vu trung gian): Luu tri thong tin vé cac
dich vu duoce cung cip bdi cac Nha cung cap dich vu bang tiéu chuan Tich hop,
Kham pha va Mo ta toan cau (Universal Discovery, Description, and Integration,
UDDI).

Tiéu chuén Tich hop, Khdm phd va Mé td toan cdu (Universal Discovery,
Description, and Integration, UDDI) la mét dich vu thw muc ma o do ¢o thé dang
ky va tim kiém cdc dich vu web, UDDI hwu trit théng tin lién quan dén cdc dich vu
web voi giao dién dugc miéu ta bang WSDL va giao tiép voi nhau qua SOAP,
UDDI lé mgt chudn cua OASIS.

Yéu cau dich vu: Khi mét khach hang ¢6 véu cau sir dung mét dich vu nao
ddy, Yéu cau dich vu s& ding WSDL dé mo ta nhu cau s dung cua minh va gui
cho Dich vu thu muc, sau d6 gitta phia Yéu cau dich vu va Nha cung cap dich vu
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giao tiép voi nhau dya trén ngdn ngtt danh ddu mé rong (eXtensible Markup
Language, XML) va théng qua giao thirc truy cdp dbi twong don gian (Simple
Object Access Protocal, SOAP).

Giao thirc truy cdp dbi tweong don gian (Simple Object Access Protocol,
SOAP) la giao thikc dua trén XML dimg dé trao doi thdng tin giita cdc ung dung
thong qua HTTP, SOAP la mét tiéu chuén cia W3C.

Ngon ngik dirh ddu mé rong (eXtensible Markup Language, XMGU la
ngén ngle dwoe thiét ké dé van chuyén va luu triv dit lidu do nguoi dung tw dinh
nghia, XML la mét tiéu chuén cua W3C,

Vi dich vu web dwa trén mot tap hop cac tiéu chuan va céng nghé phuc vy
cho kha nang tuong thich gira nhiéu ngdn ngir véi nhidu nén tang phat trién khac
nhau va cong théng tin dién tir cling dugc tiép can theo dich vu web nén néu dat
trong mdi quan hé véi dich vu web ta cé cée tidu chuan/giao thirc chinh cia cdng
théng tin dién ttr dwoc thé hién nhu Hinh 3.

|
{X) HTML | WML Voice XML

WSRP ‘

=
s

b
unci | WS-Security Wi-Relizbility WS5-Policy WS-+
i

50AP W5sDL

XML

o
HTTP ! SMTP FTP

T

Hinh 3. Céc 1p giao thic/tiéu chuan chinh ctia cdng thong tin dién tir

Dich vu web lian két va tuong tac véi céc L'mg dung qua Internet, chinh vi
vay bao mit la mét van dé quan trong, dic biét dbi véi nhl.mg dich vu lién quan
dén trao dbi tién &, chirng khoan hay thu'o'ng mai dién tir. Dé an toan dich vy web
trong cong théng tin cién tir ching ta cé thé thyc hién bao méat bang cach sir dung
tidu chuén An toan dich vy web (Web Services Security, WS-Security).

An toan dich vu web (Web Services Security, WS-Security) la mér tieu
chudn nham bé sung thém cho viéc bao dam an toan dich vu web SOAP, WS-
Security do OASIS céng bo.

Déi véi cbng théng tin dién tr thi vin d& giao tiép giita phin img dung
(portal application hay portlet) v&i phan nén tang (portal framework hay portal
server) 14 hét stic quan trong, véi mdi hing khac nhau thi phén tng dung s& ¢6 cac
giao dién lép trinh Gng dung (portlet API) khac nhau (vi du mét sé portlet API nhu:
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JetSpeed API, uPortal API, JSR 168/286 va Web parts), hién nay JSR168 (Java
Specification Requests 168) la ticu chuén cho portlet API dya trén nén tang J2EE
dugc dung phd bién trén thé gi6i, mit khac khi cong thong tin dién tir giao tiép voi
img dung tir xa thi dich vu web cho Ung dung tir xa (Web Services for Remote
Portlet, WSRP) duoc st dung.

Tiéu chuin JSR 168 (Java Specification Requests [68) la mét portlet API
chi ra cach tuong tdc giita phdn img dung véi phdn nén téng, cdc vmg dung tudn
thi tiéu chudn ndy sé& cé thé hoat déng dugc ¢ 16t cd cdc phdn nén tang tudn
thi/hé tro tiéu chudn JSR168, JSR168 dua trén nén tang J2EE do Java Community
Process cong bo.

e — _|\
Remote & WSRP
Portal || @ | Producer
[WSRP
Consumer) [ .~ |
{etwork 1E | &
Network it k=]
—_— = i |
5 3 Portal i
Ngurdi ding || 2 core s, | Remote 1
{Browser) 3 WSRP || HTTP/s | Natwork M Portal
= Customer || 3 eworf; (WSRP- ]
| * {e.wr” | Producer} |}

Hinh 4. Méi quan hé giita portlet API (JSR168) vi WSRP

Tiéu chuin dich vu web cho img dung tir xa (Web Services for Remote
Portlet, WSRP), tiéu chudn WSRP chi ra cdch thicc giao tiép giita mot hé théng
nén tang véi mét hé thong umg dung tir xa théng qua dich vu web, cdc hé théng
ung dung tudn thu tiéu chudn nay ¢é thé chay trén bdt ky mot hé thong nén tang
noo dp dung tiéu chudn WSRP ma khéng can quan tdm dén viéc iimg dung hay hé
thdng nén tang duoc xdy dung trén cong nghé/ngon ngik nao.

Hinh 4 mé ta quan hé co ban gilta cac phin chinh clia cong théng tin dién i,
khi nguéi dung hodc mdt (g dung tir xa c6 yéu cdu thi yéu cau dé s& duge mo ta
bang cc ngdn ngft nhu WML, ebXML, HTML va s dung giao thirc truyén siéu
vin ban (HyperText Transfer Protocol, HTTP) hoac giao thic an toan truyén siéu
vin ban (Hypertext Transfer Protocol over Secure Socket Layer, HT'TPS) rdi giri
yéu cau dén hé théng nén tang, hé thong nén tang nay giao tiép véi cdc portlet
théng qua portlet API (JSR168 ching han) dé tim kiém cac théng tin va phan hdi
két qua, nguoe lai, néu cdng théng tin dién tir dong vai tro 1a mot ung dung tlr xa
thi cdng s& giri yéu cdu clia minh qua HTTPS dé di dén hé théng cén tim théng qua
mang.



Giao thirc tmyén siéu vin ban (HyperText Transfer Protocol, HTTP),
duge ding dé giao tiép gitta Mday cung cdp dich vu (Web server) va Mdy sir dung
dich vu (Web client), ddy la giao thic co ban trén mang Internet.

Giao thiec an todn truyén siéu vin ban (HyperText Transfer Protocol over
Secure Socket Layer, HTTPS), HTTPS la giao thire két hop giita HTTP va
SSL/TSL dé béo mdt thong tin cho qud trinh truyén diF lidu.

4. Chi tiét cac fiéu chuin chinh sir dung cho cong thdng tin dién tir c6 dé
cip & Thong twr 01/2011/TT-BTTTT |

4.1 Ngon ngit d¢anh ddu mé réng (eXtensible Markup Language, XML)

Ngudn tai liéu:

XML 1.1: www.w3.0rg/TR/2006/REC-xml11-20060816/;

XML 1.0: www.w3.0org/TR/2008/REC-xm1-20081126/.

N1 dung: La ngdn ngir tuong tu nhu HTML nhung trong kh1 HTML dugc
thiét ké dé biéu dién dx liéu thi XML duoc thiét k& dé van chuyén va hru trit dit
litu do ngudi ding tu dinh nghia, tir XML ta c¢6 thé xay dung céc ngbn ngir khac
nhuy RDF, RSS, SOAP, WSDL, trong Théng tu 01/2011/TT-BTTTT biét bude 4p
dung phién ban 1.0 va phién ban 1.1 va duge xép vao phan Tiéu chuén tich hop dir
liéu.

4.2 Giao thitc truy cip d6i twogng dom gian (Simple Object Access
Protocol, SOAP)

Nguén tai lidu:

SOAP phién béga 1.1: www.w3.0rg/TR/2000/NOTE-SOAP-20000508/;

SOAP phién baa 1.2: www.w3 org/TR/soap/.

Nbi dung: SOAP ban chat la XML két hop voi mét giao thirc trén Internet
chang han nhu HTTP, FTP. Vai trd ciia SOAP dung dé giri théng tin giita cac mg
dung théng qua viéc gui/nhéan cac thong diép duge goéi dudi dang XML, trong
Thong tur 01/2011/TT-BTTTT bét budc 4p dung phién ban 1.2 va duoc xep vao
phan Tiéu chuin vé két ni.

4.3 Ngoén ngir dinh nghia dich vu web (Web Services Definition
Language, WSDL.)

Ngudn tai liéu:
WSDL phién ban 1.1: www.w3.0rg/TR/2001/NOTE-wsdl-20010315;
WSDL 2.0: www.w3.org/TR/wsdl20/.



Noi dung: WSDL duge viét dua trén ngdn ngit XML dé mo ta va xéc dinh vi
tri dich vu web. Khi ta cin sir dung dich vy, ta sé& sit dung WSDL dé tim ra vi tri
cta dich vy, cac 181 goi ham va cach thire truy cép ching, sau d6 ta sir dung thong
tin & WSDL d# tao nén mot yéu cdu SOAP, trong Thong tu 01/2011/TT-BTTTT
bt budc ap dung phién ban 1.1 va duoc xép vao phin Tiéu chuin vé két ndi.

4.4 Tiéu chudn Tich hgp, Kham pha va Mo ta toan cau (Universal
Description & Discovery Interface, UDDI)

Nguon tai liéu:

www.oasis-open.org/committees/uddi-spec/doc/ tespecs.htm.

Noi dung: UDDI luu trit théng tin lién quan dén cac dich vu web véi giao
dién duoc miéu ta béng, WSDL va giao tiép véi nhau qua :sOAP trong Th(‘)ng tur

01/201 I/TT-BTTTT bat budc ap dung phién ban 1.3 va dugc xep vao phan Tigu
chudn vé két néi.

4.5 Tiéu chudn an ninh dich vu web (Web Services Security, WS-
Security)

Nguén tai Jidu:

WS-Security phién ban 1.0: www.oasis-open.org/standards#wssv1.0;

WS-Security phién ban 1.1: www.oasis-open.org/standards #wssv1.1.

Noi dung: L4 mét tiéu chudn nham bo sung thém cho viéc bao dam an toan
dich vu web SOAP, trong Thong tu 01/2011/TT-BTTTT khuyén nghi ap dung
phién ban 1.1 va dugc xép vao phin Tiéu chudn vé an toan théng tin. Ly do
khuyén nghi ap dung la bai vi néu khong cé WS-Security thi chiing ta cling ¢6 thé
bao mit kénh truyén dit 1iéu thong qua HTTPS, ngoai ra WS-Security chi 1a mt
trong nhitg 16p bao mét cho dich vu web (xem Hinh 3), ¢4 thé ¢6 thém c4c thanh

phén khic tham gia vao bao mdt dich vu web nhu WS-Trust, WS-Policy, WS-
Authentication, WS-Secure.

4.6 Tiéu chuin djch vg web cho dmg dung tir xa (Web Services for
Remote Portlets, WSRP)

Ngudn tai liéu:
WSRP phién ban 1.0: www.oasis-open.org/ standards#wsrpv1.0;
WSRP phién ban 2.0: www.oasis-open.org/ standards#wsrpv2.0.

No6i dung: WSRP chi ra céch thiic giao tiép gitta mét hé théng nén tang vdi
médt hé théng tmg dung tir xa thong qua dich vu web, cie hé théng (mg dung tuin
thu tiéu chudn nay c6 thé chay trén bt ky mot hé théng nén tang nao dp dung tidu
chufin WSRP ma khéng can quan tdm dén viéc (mg dung hay hé thdng nén tang
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duogc xdy dung trén cdng nghé/ngdn ngu’ nao, trong Thong tu 01/2011/T T—BTTTT
bit budc ap dung phlen ban 1.0, khuyén nghi 4p dung phién ban 2.0 va duge xép
vao phan Tiéu chuén vé truy cap théng tin. Ly do bat budc & ap dung phlen ban 1.0

va khuyén nghi ap dung phién ban 2.0 1d vi mot s6 san phdm vé cdng théng tin
dién tir chua ho tro phién ban 2.0.

4.7 Tiéu chuén JSR 168 (Java Specification Requests 168)
Ngudn tai liéu:

JSR168: www.jcp.org/ja/jsr/detail?id=168;

JSR268: Www.j(:p.org/en/jsr/detail‘?id=268.

Noi dung: JSR168 chi ra cach twong tac gifta phan tng dung véi phin nén
tang, cdc Ung dung tufén tha tidu chudn nay s& cé thé hoat dong duoce & tit ca cac
nén tang tudn thi/hd tro tidu chudn JSR168. Vi du: mét tmg dung nghiép vu do
hang A phat trién tuan thd theo tiéu chuén JSR168 thi c6 thé chay trén nén tang cia
hing B méa khdng phai bién dich lai hodc stra d6i mé cho tuong thich, trong Thong
tu 01/201 1/TT-BTTTT bt budce ap dung JSR168, khuyén nghi 4p dung JSR268 va
duge xép vao phin Tiéu chuén vé truy cép thong tin. Ly do bt budc dp dung
JSR168 v khuyén nghj ap dung JSR286 13 vi mdt s san pham vé cohng théng tin
dién t&r chua ho tro phién ban JSR268.

4.8 Giao thirc truyén sidu vin ban (HyperText Transfer Protocol,
HTTP)

Ngudn tai lidu:
www.w3,org/Protocols/rfc2616/rfc2616.html

NoOi dung: HTTP 14 mét trong ndm giao thirc co ban trong mang Internet, né
cho phép x4c dinh phuong phép dinh dang va truyén tai céc théng diép (nhu cac
tép vén ban, hinh anh, 4m thanh...) trong méi truong mang, d6i véi hé théng cdng
théng tin dién tr HTTP dugc dung dé giao tiép gitta May cung cép dich vu (Web
server) va Mdy su dung dich vy (Web client), trong Théng tu 01/2011/TT-BTTTT
bat budc ap dung phiér ban 1.1 va duge xép vao phan Tiéu chudn vé két nbi.

4.9 Giao thitc an toan truyén siéu vam ban (HyperText Transfer
Protocol over Secure Socket Layer, HTTPS)

Nguodn tai lidu:
www.ietl.org/rfc/rfc2818.txt

Nbi dung: HTTFS la giao thirc dya trén HTTP va SSL/TLS dé bao mét trong
qua trinh giao tiép gitta Mdy cung cip dich vy v& Méy sir dung dich vu, trong



Théng tu 01/2011/TT-BTTTT bét budc ép dung HTTPS va duge xép vao phan
Tiéu chuén vé an toan théng tin.

4.10 Ngon ngir danh diu mé rong cho giao dich dién tir (Electronic
Business using eXtensible Markup Language, ebXML)

Ngudn tai liu;
www.ebxml.org/

- Noi dung: ebXML ¢6 vai trd trong viée quy dinh viéc dinh dang van ban cho
giao dich dién t, ddy 12 tiéu chudn dugc dé nghi boi OASIS va UN/CEFACT,
trong Thong tu 01/2011/TT-BTTTT bét budc ép dung phién ban 2.0 va duoc xép
vao phén Tiéu chudn tich hop dir lidu, ebXMI. cling duge Bé Khoa hoc va Cong
nghé cong bd thanh tidu chudn Viét Nam tai Quyét dinh s6 1670/QD-BKHCN
ngay 14 thang 8 nam 2007.

4.11 Ngon ngir danh diu khong diy (Wireless Markup Language;
WMIL) |

Ngudn tai liéu:
www.openmobilealliance.org/Technical/wapindex.aspx

N&i dung: WML la mét ngdn ngir dua trén XML duge thiét ké danh riéng
cho muc dich tao ra nhimg (mg dung gui 1én mang khong day dén nhimg thiét b
nho gon nhu dién thoai di ddng, trong Thong tuv 01/2011/TT-BTTTT bét bube ap
dung phién ban 2.0 va duoc xép vao phén Tidu chuén vé truy cép thong tin.

Duéi day 1a bang tdng két v& mét sb tiéu chuan hodc giao thire chinh s
dung trong hé théng cdng théng tin dién ti duge d& cép trong Théng tu 56
017201 1/TT-BTTTT ngay 04 thang 01 nam 2011 cia B& Thong tin va Truyén
thong vé viée Cong bd Danh muyc tidu chuin k§ thuft v& tmg dung cbng nghé
thong tin trong co quan nha nudc, viéc tuin thu cac tiéu chuan nay s& gop phan
thiic ddy su phat trién cia chinh phu dién ti n6i chung va cong thong tin dién t
ndi riéng.

Loai tiéu Tén tiéu ch}ufm o Tfn tiéu‘ Quy dinh iip dung
chudn STT | daydua (Tieng | Viéttat | chuan (Tieng trong Théng ti
Anh) Viét) 01/2011/TT-BTTTT
Java Specification | JSR Tiéu chuan Bat budc ap dung
Tiéu | Requests 168/268 | 168/268 | portlet AF1 phién ban JSR 168
chuéin vé Khuy€n nghi ap dung
truy cap - phién ban JSR 26§
thong tin 2 Wireless Markup | WML Ngon ngtr Bit bube 4p dung
Language danh dau phién ban 2.0

10




Loai tién Tén tiéu chuan ’ Tén tidu Quy dinh 4p dung
chudn | STT diy dii (Tiéng | Viét tit | chuén (Tiéng | trong Thong tv |
Anh) Viét) 012011/TT-BTTTT
khong day ’
Web Services for | WSRP | Tiéu chuén Bat bude ap dung
3 Remote Portlets dich vu web phién ban 1.0
cho tmg dung | Khuyén nghi ap dung
fir xa phién ban 2.0
eXtensible XML Ng6n ngir Bat buéce dp dung
" 1 | Markup Language danh ddu m¢ | phién ban 1.0 va
Tiéu N cn 1
chuin réng phién ban 1.1
, Electronic ebXML | Ngon ngir Bat budc ap dung
tich hop N . h I A e b
1 Bustaess using danh dau m¢ | phién ban 2.0
dix liéu 2 : . )
' eXtensible rong cho giao
Markup Language dich dién tur , _
Web Services- WS- Tiéu chuan an | Khuyen nghi 4p dung
. 1 | Security Security | ninh dich vu phién ban 1.1
Titu wel
C;??Sa:}e HyperText HITPS | Giaothican | Bét budc ap dung
. Transfer Protocol toan truyén '
théng tin | 2 XY NG
over Secure siéu van ban
Socket Layer
Universal UDDI Tiéu chuén Bit bugce ap dung
Description & Tich hop, phién bén 1.3
1 | Discovery Kham phé va
Interface M0 ta Toan
céu
. Web Services WSDL | Ngbn ngit dinh | Bit budc ap dung
Tiéu . - ca 11 _
: x| 2 {Definition nghia dich vu | phién ban .1
chuan ve
Két ndi Language web ,
Simple Object SOAP | Giao thic truy | Bét bude nghi ap
3 | Access Protocol cdp doi tuong | dung phién ban 1.2
don gian |
HyperText HTTP Giao thirc Bt budce ap dung '
4 | Transfer Protocol truyén siéu phién ban 1.1
van ban
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Giai thich thuat ngir

' Tiéng Anh

Tiéng Viét

Application Programing Interface
(APT)

Giao dién 1ap trinh {mg dung

Backend systems

Hé théng phu trg

Client

My khach

Collaboration

Cong tac

Content dynamic

Bong vé ndi dung

Content management

Quan tri ndi dung

Content providers

Nha cung cap ndi dung

Content syndication

Xuét ban ndi dung

ERP (Enterprise Resource Planning)

L

Hoach dinh nguon luc doanh nghiép

Java Community Process

Tién trinh cOng déng java (1a mdt co ché chinh
thirc cho phép cac bén quan tdm phat trién cac
dac ta tiéu chuan k¥ thudt cong nghé java)

JSR (Java Specification Request)

Yéu cau dac ta Jave.

QASIS (Organization for the
Advancement of Structured
Information Standards)

T6 chire tiéu chuan vé néng cao thong tin co
ciu truc

PDA (Personal Digital Assistant)

Thiét bi 6 ca nhan

Personalization

Ca nhan hoa

Portal application /portlet

Thanh phan img dung

Portal architecture

Kién tric cong thong tin dién o

Portal framework/portal server Thanh phan nén tang

Portal Topology So d6 cong thong tin dién tr
Remote portlet Hé thong g dung tlr xa
Security Bao mat

Server Mady chi/mdy phuc vu

Structure dynamic

Déng vé cau truc

UN/CEFACT (United Nations Centre

for Trade facilitation and Electronic
Business)

To chire lién hiép qudc vé thuong mai dién @r

Voice gateway Cong thoai
WAP gateway Céng WAP
Web portal Cong thong tin dién t

Web Services

Dich vu web

World Wide Web Consortium (W3C)

Lién minh web toan cau
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