
UBND TiNH DAK LAK
s6 THONG TIN vA TRUYEN THONG

S6:3Y;/STTTT-CNTT
VIv phong ngu3. ngan ch~n ma dQc t6ng

ti~n Ransol11warc WannaCry

Kinh gici:

C(:>l'iG HOA x.:i. IH)I CHU ,'iCHiA VIP .'1Alvl
DIIC l:}jJ - Tu' do - Hanh phuc .

.,
HOA Toe

- Van phOng Tinh llY;
. - Van ph6ng HOND tjnh;
- Van ph6ng UBND tinh;
- Cac sa, ban, ngill1h, doan th~ Clla tinh;
- UBND cac Huy~n, Thi xa, Thanh ph6;

Trang nhung ng,IY qua, tren moi tnrlmg rn;ll1g Internet. da xufit hien ma
doc Ransornware WannaCry (hoi;ic du<)'c bi~t VOl cac ten khac nhu
WannaCrypt, Wanna CryptOr, WanaCryptOr 2.0, ... ) lily Ian nhanh chong tn~n toan
th~ giai, chi trong vai gia da lay nhi~m han 100 ngan may tinh t~i 74 qU(~Cgia tren
th~ giai. Thea ghi nh~n Clla cac to chLrc an toim thong tin Clla Vi~t Narn. ngay
13/5/2017, rna dQc Ransomware WannaCry cung da liiy nhi~m vilO rnQt s(~may tinh
Clla Vi~t Narn va co nguy C(J bLmg ph at.

Day la ma dOc rfit nguy hi~rn, C(l th~ danh c1lp thCll1gti:1 va ma hoa to,ln bO may
chi! h.; th6ng, phuong thuc hiy nhi~rn clla Ransornware \VannaCry t,ln ding vao may
tfnh thong thucmg la thong qua cac t;ip tin dfnh kem tim di~n tu (email) hoac duung
diln (link) nh(mg rna d\)c gi6ng nhu each t,ln cong Clla cac lo~i mii d()c t6ng ti~n khac.
T~lYnhien, d6ng ma doc nily du<)'c b(~sung kh,i nang I,iy nhi~m tren cac milY tinh k~l
noi m;mg.

C1,I th~, khi co mQ( may tfnh trong h.; th(~ng rn;ll1g noi bQ (LAN) bj nhi~m.
Ransomware WannaCry se ti~n h,lnh quello,ln bO cac may tfnh trong cilI1g m;lI1g noi
bo d~ (im ki~m cac may (fnh, thi~t bj khilC co 16 h6ng EternalBlue Clla djch VIf 5MB
(tren h.; di~u hilnh Windows). Tic do, ma doc co th~ liiy Ian v,lo cac may co 16 h6ng
mil khong dn nguai dLmg phai thao tac IrtJc ti~p voi t~p (in dinh kern hO(ICduimg
dfrn co ma dOc.

Khi may tfnhbi nhi~m Ransomware WannaCry, tdt c;i cac du li.;u trong may
tinh do deu bj ma hoa cac n~n nhan du<)'c yeu cau nQp s6 tien chuQC lil300 d6ng tien
ao Bilcoin d~ rna khoa. N~n nh,in chi co 03 ngay d~ n\)p ti~n chuOc. sau 03 ng,iy giil
ti~n se tang gfip doi, con sau 07 ngay n~u viln khong td ti~r., cac dCrli.;u d6 se vinh
vi~n khong th~ ph1,lc h6i du<)'c.

D~ tang wang cong tac dam baa an toiln thong tin cho h.; th6ng thong tin trong
cac co quan, dan vi nha nuoc, d~c bi~t la d~ phong ngira, ngan ch~n l11ad~)c l0ng
ti~n Ransornware WannaCry, Sa Thong tin va Truy~n thong d~ nghj de co quan.
dan vi thlJc hi.;n 1119ts6 noi dung sau:

I. '1'6 chtrc kiErn tra, riI soal. theo doL nQan chan k~t n6i d~n cac mav chil m{lv
chtl (lieu khi~n rna doc Ransomv;are Wanna(ry V,I~~p nh~l v,lo dc h.; th(3ng b,io v~



nhu: IDS/IPS, Firewall, ... dc thong tin nh~n d,mg theo khuy~n cao cLlaV?'CERT
(co pho to kern theo). .

. 2. ThlJc hi~n ngay cac bi~n phap kh~c ph\)c cac 16h0ng b,io m~t t6n t;1itren h~
th(\ng cong ngh~ thong tin, c~p nh~t cac ban va mai nh5t c':Jah~ di~lI hanh, ph,1n
m~m ch0ng virus, phBn m~m van phong MS Office, ...

3. D6i vai dc h~ th6ng thu di~n ttr: Nghiem tuc th~!chi~n bi~n phap b,io dam
an toan thong tin theo cac huang dCinCLIaG9 Thong tin va Truy~n th6ng t;1iVan biln
s6 430/BTTTT-CATTT ng,\y 09/02/2015 vE vi~c huang dCinbao d,lm an toan th6ng
tin cho h~ th6ng thu d:~n tli CLIaca quan, t6 chuc nh,\ nuac. Khong th\fc hi~n ma cac
dia chi thu di~n tli co duang dCinho(ic t~p tin (tile) dinh kem khong tin tuang.

, 'I' '.

4. N~u phat hi~n may tinn bi nhi~m ma d9C Ransomware WannaCry dn nhanh
chong co l(ip Vllng/may dil phat hi~n.

5. Tang wang theo doi, giiim sat v~ m(it n9i dung, ky thu(lt hO;lt dong ciia cac
h~ th6ng thong tin nh5m phat hi~n kip thai cac SlJc6 v,l cac d5u hi~u t5n congoTrang
tmang hgp phat hi~n cac d5u hi~u tan cong dn sam co bi~n ph,ip kh~c ph~IC.Trang
tmang hqp sl)' c6 nghiem tn.mg dn thong b,\o ngay cho S6 Th6ng tin va Truy~n
thong d~ kjp thai co bi~n phap ph6i hqp xIi I)'.

6. Ki~m tra v,\ t1wc hi~n gfrpdc bu6c da dU'lJchuang dCintmac day t;li V[\I1b,ln
S() SO/VNCERT-DPuC ngaV 09/3/2016 va van ban 123fVNCERT-DPuC ng,\y
24/4/2017 clla YNCERT (pl;o to kern theo) d~ phong tninh dc cUoc t:in e6ng guy'
mo 16nva nguy hiEm khac,

Nh(in dugc Cong van nay, d~ nghj Thtl tm&ng dlc co quan, dan vi eua tinh,
Chtl tjeh UBND cac hUY9n,thi xii, thanh ph6 tri6n khai th~rehi~n, qw\n tri~t noi dung
van ban tai toan thE can bo, e6ng chirc, vien chuc tr\fc thu9C dlJn vi l]u,ln lyI

- Nlnr trcn;
- C~c ATIT - B<)IT&IT (d~ ble):
- UBND tinh (d~ b/e);
- VNCERT:
- C6ng an tinh (d~ ph6i h9P):
- Lanh dao Sa;
- IT CNT1'&IT, IT C6ng ITEJ1';
- LlfU V1', CNIT.

KT. GrAM DOC
I'HO GrAM DOC

Ra Lan T,'u'o'n" Than h HiJb
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- NG TIN vA TRUYEN THONG 'I. , I

...' R~~~ ,AM UNG CUu KIIAN cAp MAy TiNH Vl:E;TNAM
TRUNGTAM v~~~~~~; mVLVC

'% M~YTiNH J THONG TIN yE MA DOC WANNACRY
~:T*NAI:~~(7celllthea cong van so 1'i'VVNCERT-DPUC ngay 13/5/2017)

r."Da'rih saeh cae may ehl! di~u khi~n ma ili]e (C&C Server)

STT Dia chi IP C&C STT Dia chi IP C&C
I 128.31.0.39 18 213.239.216.222
2 136.243.176.148 19 213.61.66.116
3 146.0.32.144 20 ,

38.229.72.16"
4 163.172.153.12 21 " 50.7.151.47
5 163.172.185.132 22 50.7.161.218
6 163.172.25.118 23 51.255.41.65
7 171.25.193.9 24 62.138.10.60
8 178.254.44.135 25 62.138.7.231
9 178.254.44.135 26 79.172.193.32
10 178.62.173.203 27 81.30.158.223
I 1 185.97.32.18 28 82.94.251.227
12 188.138.33.220 29 83.162.202.182
13 188.166.23.127 30 83.169.6.12
14 192.42.115.102 31 86.59.21.38
15 193.23.244.244 32 89.45235.21
16 198.199.64.217 33 94.23173.93
17 212.47.232.237

II. Danh such ten t~p tin

SIT File lIame STT File Name

I @WanaDeeryptor@.exe 6 taskse.exe

2 b.wnry 7 t.wnry

3 e.wnry 8 u.wnry

4 s.wnry 9 Cae file v6i phan m& r~mg
'.wnrv"

5 taskdl.exe 10 Cae file v6i phan 111& rQng
'.\VNCRY"



III. Danh such rna bam (Hash SHA-256)

I
"
"

I I
~ 'f. I
" I r •

SIT SHA,256
1 edO1ebfbegeb5bbea545af4dO 1bf5fl 07166184048043ge6e5babe8e080e4
2 e365ddaa345efeafDd629505572a484cff5221933d68c4a52130b8bb7bad
3 09a46b3elbe080745a6d8d88d6b5bd351blc7586aeOdc9AdOc238ce3642!
4 Oa73291 ab5607aef7db23863cfSe72f55bcb3c273bb4 7roOedfD 11515acb5
5 428f22a9afd2797ede7c0583d34a052c32693cbb55f567a60298587b6e67
6 5c 1f4f69c45cff9725d9969f9ffcf79d07bdOf624e06cfa5bcbacd22 11046ed
7 62d828eeOOOe44f670ba322644c2351 fe31 af5b88a98f2b2ce27c423dcfl d
8 72afl2dS139a80D 17e851 a60027fdf208871 ed334c 1263 7f49d819ab4b03
9 85ce324b8f78021 ecfc9b811 c748fl9b82e61 bb093ff64f2eab457fgefl9b 1
10 al d9cd6fl89beff28aOa49bl Oilife451 0 128471 m04b3e4283ddc7t7859490
11 a93ee7eal3238bd038bcbec635D9619db566145498fe6eOea60e6e76d614
12 b43b2340 12b8233b3df6adb7cOa3b2b 13cc2354dd6de2 7e092873 bf58af2
13 eb4 7cd6a937221411 bb8daD5900a9897fb234160087089a064066a65f42
14 24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1
15 2c2d8bc91564050cf073745fl bl17f4ffdd6470e87166abdfcd 1OecdffD40a
16 7a828afd2abf153d840938090d498072b7e507c7021e4cdd8c6baf727cafc
17 a897345b68 I 9 I fd36fScefb52c6a77acb2367432abb648b9aeOa9d708406d
18 fbOb6044347e972e21b6c376e37cII 15dab494a2c6b9fb28b92ble45b45d
19 9588f2efD6b7el c8509D2d8eddfal8041 a9cc15b 1c90d6da484a39fSdcdf9
20 b43b2340 12b823 3b3df6adb 7cOa3b2b 13cc23 54dd6de27e0928 73bf58af2
21 41 86675cb6706f9d51 167fbOfl4cd3fSfefb0065093f62b 1Oa15f7d9a6c8d9
22 09a46b3elbe080745a6d8d88d6b5bd351blc7586aeOdc94dOc238ee36421



B0TI10NGTLNvA lRUYENTIlONG
mUNGTAMUNG cUD

KHANCAPMAY1iNH VI~T NAM

S6: /1.23 IVNCERT - DI'UC
VIv cac phuong thirc tfin cong khai thac h~
th6ng m6i clla nh:Jm tin t~c Shadow Brokers.

Kinh gtri:

C(>:\'G HOA xA HOI CHlJ i\'GIIIA VlI;:T:\'AJ\!
','" f)i,kl~p-Tl,rdo-H:)nh phllC

J 'J. \ I

"

" . ':'Ha 1V9i, ngay.21 Ihimg'; /lam 20/7
I ',I I I' •:!

- Cac aon vi chuyen trach v6 CNrj~ J\TTr Van phong Trung

uong Dang, Van phong Chu tjch mlcc, Van phong Qu{)C hQi,

Van phOng Chinh phu;

Cac aon vi chuyen trach v~ CNTT ca: 139, Nganh;

- Cac dan vi thu9C 139Thong tin va Truyen thong;

- Cac Sa Thong tin va Truy~n thong;

Cac T!ip doim kinh t~; T6ng cong ty nhil nuO"c; T(~ chlrc liii
I I , _

ehinh va ngan hilllg; Cae doanh nghi~p h? 1,1ng [ntemcI, \lien,
thong, Die;n lve, Hang khong, Giao thor.g van I,ii.

Ngay 14 thang 4 nam 2017, nhOm tin t~e co tcn goi Shadow Brokers

tuyen b6 aa danh dp duQ'c mQt b9 eong ct.l gian dic;p tfin eong he; tl~6ng nh~m

khai thae dli' lic;u eua Co quan An ninh Im.mg qu5c gia I-loa Ky (~SA). Do khong

O?t ougc th6a thuiin v~ tiIi ehinh o~ danh 06i be) eong C\l, nhom tin t~c Shadow

Brokers oa tung len m?ng thong qua website chuyen ve mil ngu6n mo Ciilhub.

Be) cong Cl,lbao g6m cac chuang trinh nhi phfm (Hi dll<)'c bien dich d~ kh"i thic

bilt ky he; th6ng nao SUo dl,lng cac phien ban ella he; di@u himh Windows (Ir(r

Windows 10 va Windows Server 2016) thOng qua cae 16 h6ng ehua duoe khai

lhk Ml,lc tieu cua cae cong Cl.l tiln cong nay nhflm VilOcae 16 chCrc tiEll t~, ngan

hang lan, phful dong co trl,l sa t\li khu Vl,1CTnl1lg Dong nhu UAE, Kuwait, Qatar,

Palestine va Yemen, Theo baa cao d:'tnh gi,\ etla cac chuycn gin an ta<k thong lin

l11?ng cho th~y oi~u m'ty co gay ra nguy co l11~tan loin thong tin lren c1icl1rQl1g

oa qu6c gia, trang 00 co Vi~t },'am.

ThlJc hic;n thong tu s6. 27/201I/TT-BT1Tj' r:g,\y 04/10/201 i Clla Be)

Thong tin va TruySn thong quy djnh v~ c1i&uph6i cac hO?l d()ng (rng:lfll S\I c6



l

• j I

m;:mg Intcmet Vi~t Nam, nhiiI:l ngan ch!in s\r hlY Ian va giam thiEu rui ro cllo cae
., 'I:

don vi nam gifr h~ thOng thong tin quan tn;mg, don vi va doanh nghi~p slr d\mg
'I

giao dich thanh to an tl"\fc tuy~n va nguo'i dung'Internet, Trung tam Vl\CERT yell
, , I

cau cac co quan, c10anh nghi~p can Chll '1 va tang cuang cong tac be.o dam an

toan thong lin m;:l!1gd~ phong ngua Sv c6 co t1i~xay ra,
Cac phu'O'ng thll'C tfin cong kbai thac clii' li~lI h~ tl1(3ng oln;rc cilia ra

nhU'SHu:
II,'! ,

M9t (rong cac cong Cl,lI-lacking dug~ COllgbo gQi la Etemalromancc, ChlJa
,I ,'I

mOt giao di,;n d6 sil' d\ll1g va khai thac h~ thO/'ng Window" ,thong 'Ilia cac c6ng
" t I • I

TCP 445 va 139, Cac Iii h6ng cua h~ di~~'j1~lI1hWindow dugc cong b6 g6n::
,I

I;
Eterna1I31ue (MS 17-0 I0), EmeraJdThread (MS I0-06), EtemalChampion (CVE-

2017-0146 Vf] CVE-2017-0147), En'aticGopher (16 h6ng tn~n Windows Vista _
, I

khong dugc h,i trg), EsikmoRoll (MS 14-068), EtemalRomance U,IIS 17-0 10),

Educa(edScholar (IVIS09-050), EternalSypergy (MS 17-010), Eclipsed Wing
(MS08-067),

I _ ,

Ben qnh do, nhom lin tac Shardow Brokers can khai tMc 10 hong zero-

day (CVE-20 16-6366) ExtraBacon qua giao thllC SNMP - giao thllC tAng lrng
I

cI\lng trong phAn m6m Cisco ASA cho phep iin t(ic kh6:Jg can xac th\l'c tu xa d2
, 1\, '. ,

kh6i dOng l(li h9 thong ho(ic thl,l'c thi ma tuy '1, til' do chiem quyen kiem soat thiet

bi, MO( hanh vi (~n cong h9 th6ng clh Cisco cling du<,Yckhai thk thong qua tep

tin gi:ii ma Iuu IUQ'ngmang rieng ao (VPN) Cisco PIX va dy mil dOc VaGbo
n1?ch c1nl firmware nh~1l1che d~u hanh vi va xoa d~u v~:.

DG phong tranh dc rui 1'0 mfit an toan thong tin lII:)ng lien quan (]~n

cae eong Ct,l tAn eilng elia nhom tin t~c ShardolV Brokcl' (lIra ra, Trung tnm

VNCKRT khuy~n cao dc a<rn vi, doanh nghi~p su' (II.lllg de hi~11ph:\p san:

- D6i v6i h,; (hang Slr dl,lng h~ di~u hanh Windows (ttl Windows Sel'ver

2000 toi Windows Server 2012, Windows XP, Windows Vista, Windows 7,

Windows 8, .. ,) nhanh chong ra smlt va c~p nh~t cae ban va liii duQ'c canh bao

It'en t:)i websitc chinh thuc cua Mircosoft;

2



- D6i vai h~ th6ng sir d\ll1g cae thj~t, bieua Cisco, e?p nh~t cae ban va liii
, _ • I' 'I ,I , i,',t,l H • • .1

lien quan den 10 hong zero - day (CVE-20 1676366). De ba'o v~ du lieU an toim,
: t I' I . 11"'1. !!j'I; bl ' i';,' .•

may t(nh nen QU9'Cbaa v~ d~ng sau Routejr hl'~e J:\,rl~~~!!'s'r\[;J:~ngbi 'cae hi;;l\iqng',;';, tl~ I~' '..'" I, {I -I , •
ohOng eh6ng t<in eong n1(lng nhu IPS/IDS}Fir,~\vhllL; .;( ,'.\'; "• I.j; 'II \ " I ,'r ' ,I,

, 'J I

- Oip nhat phi en ban mai nhat eua cae chUO":1gtrlnh diet Virus dj phat
' • ,i '" ,I', .

,< ! • j

hi~n va xu I)' cac ma th\Ic thi do tin * tan cong van h~ thong;,
I, !. •

- Th\lc hi~n sao Iuu dfr li~u d!nh k5': S~ d\1I1gcae 0 dla Iuu tru' ngoai nlm 6

ctrng dm ngoai, 6 dia USB d~ luu trfr '~'a2 du' l,i~u quan (n:lI1g'trong may tfnh,
I. Ii . I

Sau!<hi sao Itru xong Qua ra cat giir ricng yil khong k~t' Il(~jvao,interne!.
II :1, " II

D~ giup cac co quan chuc nang t~~eoi~.?i:,~JI:r:'.:H~lh\;a !~i~;,p~~)iphan i:ng

nhanh vai cae plmo'ng thire dn cong mai; ng'aY:khi/pA~{' hien s;h:[) Vi\ kh6ng co
\ i' jl.• 'I :1 1'1"1,': I' ,

khil nang xu Iy thong bao ngay v~: ., " . 1'; 'I, ,
I' "j I II

Diiu m5i Di~u ph6i u-ng cu-u St.1' c& Qu6c 'gia: l,
','I-,. ,

Trung tam Ung cuu khfrn dp may t(nh ,Vi9l Nam - V1\CERT
, ,

- Dia chi: Tling 5, Toa nhil 115 TrfuJ Duy Hung, C<1u(iily, 11:\ :'-:(\i;

- Di~n tho;li: 0436404423 s6 may Je112;

- Duong day nong: 0934 424 009;

- Hom thu dien tLxti~p nh~n baa cao S\l c5: ir@vnccn,l!ov.vn.

Tran tr9ng.l.

l\'o'i n!J91l:
- NhlI tren;
- BQ trtJOllg (d& bie);
- Thir truti'ng Nguy~n Thanh HLrng(d~ b/e);
- Cue A1TT, Cue BDTW, VNNIC, NEAl';
• Giall1 dBe (d6 blc);
- Cae phong, eN;
- LlfU VT, DPU'C.

.'

mailto:ir@vnccn,l!ov.vn.


130mONG TIN VA TRUYENTHONG CONG BOA Xi\ HOI CBU NGlliA VlfT ;\'A"I
TRUNG TAM UNC C(J'tJ KIIA,'1 cAp DII" 1(11' - Til do - 11'.\I1h I'hllC

i\1r\YTiN" Vll~T NAM
S6: 80 NNCERT-DPlfC

e,inh b50 hinh Ihue la)' nhi~m Il1lri CIHlIll; 1M "'91, IIgl;Y 091i1tillg 03 lU;m 20/6
dQC ma hoa lai li~u (Ransomwnrc)

,.
Kinh gll'i:

Cae dan vi ehuyen ldch v~ CNTr cae 13\'>,Ng,inh;
- Cac So Thong lin va Truy&n thong;

Cac nllli cung et1p djeh V\I Intcrnet (/SI');
- Cae dan vi thllljC 13<)Thong tin \':1 Truy~n th6ng

Trong lu5.n d,lu lhang 03/2016, Trung tfun VNCERT ghi nh~1l dch thile I,\n
cong mc'ri ella lin I~Cnh~m vao cUc ca quan t6 c!1\Ie eo sir d\mg de hom 11mdi~1I
Ill' nQi bt), V&i each tdn eong m&i nily. tin l~e sc gi:1 111,10 m()l dill chi di~n IiI cli
(JuDi lil @teneongty.eom.vn (J& glri 11m di~n lir co Kcm mil dl)e d~n de nguui

dllllg lrang eong ly do. D& qua m~t cae h~ th6ng do quci m'1 dl)e, C{IC mil dl)e
lhuang duC)'encn llli du&i dinh d\lng .zip hO(k .zar. Qua phan tfeh ella ehuyen gill
VNCERT vM m(>l S\f e6 eho lh;}y. L~ptin chira mii d(lc .zip chua ben trung cile
t~p lin th\fc thi nlm .js (day I,i m<)l t~Jl lin Javllscript) hO(lc I~Jl tin vnn [)lin nlm

.doc, .xls .... khi nglICri dung ma l(lp lin nay mii d~ic sc duge kich 110;11 v,i t\1 d0ng

Lliit~p tin mil d<)c ma hoa l,ii li~ll va t\f lh\rc Lhi trcll muy. V&i tnrt'rng h<,rpll1,i tI(k'
mii hoa tili li~u thi mil dQc se li~n h:inh mii hoa IH)i dung to:in be) dc dCi'li~u tr.:n

may niln nhan v&i thu~t loan mil hoa nwnh d~ khollg th~ gilii ma dU~lc V(lj 111\IC
dfch b~t cac dl! li~J lren may d~ 16ng ti6n n:.111nh,in. V(yi \';~e gi,i m,lO ehinh dll'

dia chi thlT di~n liI cua dan vi sc lam ehtl nglToi dlmg kho ph~ll hi~1l dc 11mgia
ml)o d~n d~n 56 IlIgng c,ic lIlay llnh bi liiy nhi~1Il mii dOc ma htia dCr li~ll d, th0
lang eao.

Th\TC hi~n Thong III s6 27/201IllT-BTITJ' Ilg,iy 04/10/2011 ella 13\;
Thong lin va Truy€n IMng quy djnh v& di611 ph6i c{le hO\1ld(mg lIng clfll SI,Te2,
m\lng Inlernel Vj~1 Nam. nh&m ngiln ch5n S\T I,jy Ian Vll gi~m thi6u lhi~L l1;1icho
nglTCridllng Internet, Trung lal11VNCERT yeu cftu C'-IC C(I qU'In. [6 chire dn chil

:i vli lang clIang cong lac luycn lnly~n r\'>ng riii d6n cac Ilh,in vien. ngllbi dllIlg
may tinh <1& ph6ng ngua sIr c6 co lh~ x,iy ra.

mailto:@teneongty.eom.vn


C,ic plura'ng ph:ip liiy I:ln cllli Y~ll clHl n!~;jl~c lila ho:\ l.\~i)i~\11:'1;
-,,;i .• IJ I

1. Gll'i l<:ip tin dinh kcm 11m di~n IIi, khi ng~~i'dilllg'll}cr i~b:'!in thi 11111'd(lC .
, .•...l I

se I\l' dQnL!lay nhi6m VllOmay tinh nlltrai dimg;' ::i'!;'," ,:i.":' :'
••.. ~... ~,"" .. \r, "'~I' "~l 1- ~ , t

2. Glri thtr dien tir hofle lin nh5n di~n tir co~'I\~Hi(r£t dall'ti~;l mil dlic \,',
• '. • ( ",': ;[:~ ':, Ij ; ":; •~. ~ i '

yell call nguai dimg l,ii vc va l',1i d~t; ~~"i"~ ~:~, '," .j; ::,I
. .• ;i :! I ,~' I I ,r I Ii

i'\gm'!i r::l milY tinh l'im co thc hi lay nhicnhhong ljL,ladtro~g kh:ie nhu qua
dc thi6t bi luu tri!, qua '1u,\ u'inh cili d(lt ph,ill, In~;nkh'(ing r6' ngul~n gl\C. sao
chcp di! li~u til' may nhifl11....

D;1u hi~u nh(ln bi~t clla IO;Ji ma d(ic sau khi nuiy linh hi nhi~lll Iii ca.: l:ii
li~u, vfln b;in se bi thay d6i n(ii dung va d6i tCIl phill In,j r(ing. ph6 bi~n la de
t~p till c6 djnh d(lllg: .doc .. docx •. pdf. .xls .. xlsx, .jpg •. lxt .. ppl .. pptx ....m(.t s6
loai COilkhoa Imi\' tillh khong cho sir dunt! va diJi ti~1l chu6c.~'

'.. • ••... ......, I "! I • :\11' !

De phung ngim coic lo:.1ima d(ic Ransonnhll',c tqlll(:'tinh hir\h hj~1I nay.
• • ! I 1 •

Trung l:im VNCERT khu)'cn clio c:ic 00'11 vi~li'15' mi)l so hi~n ph:ip sau:
.• • • ' . ~ 1 II .•. : I \

. I. PI/(jng IIglhl tie h{lIl die lui till klui lIIili'g,bj'lIlliillll ;lIIi d(k:

- I'han qllY~1l h9'P I)' cho cae lo,li tili khoa!l nguOi dill1g. bilo v~ de t;ip lin
khling cho phcp ;.;o;i. s\r:l Il(>idung de l~p lin <juan tn.'l1g.

- Cili d~t v:i tlmimg xuycn C;ip nh~t eho h~ di~lI h£lI1h.ph;in m6m eh6nf. ma
d(ic nhu Kaspcrsky. S)'mantec, IIvast, 1\VG. MSE. 13ka\', CMC ....

- Chu y c;1nh gi:ic vlri dc t,ip lin dinh k&m. cac dlrtmg ,lien k~t 5n elm?,eglri
d~n tim di~n tir nguiri dill1g, k~ c:1nguoi glri til' lrong n<)i br).

. TIl\fc hi~n cac bi~n philp k)' thll~1 Ilhflm kiErn 1m x(ic th\rc nguoi dilllg I•.en
may chll gr'ri email Clla lkm vi, tranh bi gia m,\O ngll'<Jiglri tir n(li b<).

• T~I dc ch~ d<)I\r d0ng ma, Ch;iy I~p tin dinh kem thea 11mdi,;n tiro

2. TfI!I'C 1ti?1I .1'(10hi'll til;' !i!;11 tljnh k.i':
. ~. ". .)

- Sir d\1I1gcae 0 dia Ilrtl (rlt nhu 0 ctrng cam n);o;1i, 0 dia USB de IlrU lrtf
dc dlt li';lI quail tn,lIIg trong 11I<iytinh. Sall khi sao Itrll xong dua ra dl giir ri':ng.

- Sir d\lng cae cling C\I, giai philp chuycn d\lJ1g dE sao Iml di! li';l1 nhu: cae
m;iy chIt qll:Jn ly t,ip lill, may Chll sao lUll til' xa, cae cong C\I lUll trtr dam mll)'
cha phcp kh6i ph\IC Ijch sir thay d6i ella t;ip lin.

I J,
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•

3. X,i" I); klri pill;' lri?lIltiy 1I1riJ1II1W;d~c:

Khi m3 d(ic lay nhi~m v,io may tinh. ma d'Jc sc li~n hilnh qLl~1vii l11,ih",'1
cac t(lp tin trang m(il khming thiri ginn. Do'tdo, }i~~;Jh,inlmg nlui!lh khi phin'I~"""I~' . "(' I, I 1, I , I[ j, I, '

hi~n ra S\I c6 co lh~ giup gi,im thiGu thiet J!,\W.cH.o!~nl!li£~,",,",IJ.~'ll;Ol~y;\il)ll'\';J I,ing
i!}$rVQI':~Aj,::l,:J I~~Jt!!J~~/1'!:iJ~t'1~;'~jl'~J~~.~j~L (, I

khii n3n!!,khiii phuc dfr liell bi mii hoa, Clllh6'iq:ln;lhlTc\Ii)Mcn~:.\hrio:t;\tj;S,ll1:j"
•.•. . •• . :', ';i,';' :t"I'!I(:ililq~:'li~II.' it "!) '?' . ~'•..

, . " . ." ,< " ~ ',. • I' , .f !'.
• • " -';~"'. '-:'~, 1 ' "j , t

- Nhanh chong tal may l[nh bang cilc n~~w?~f.I~n:~i;r~l:,I' .: 'I, , . " . ,
- Kh6ng dugc kh<'ridOng h,1imay tlnh tl{~;;:~4sFth~l;g"tlilfailk'l!lii,Phiti khlii I

• • ~,;' .i I.':. ' ,,1 "l i! ,'i.: :

di\ng tll h9 dicu hlmh s~ch kluic (khllycn ngh! he dieu hiinh 'Lil1ux) 111mIii () dia
, CD, USB,...snu do th\rc hien ki~1Tl11',1 dc t:,1(1tin 'der lii;u v:; sao Ilill ck dll' liell
clma bi m:1 hoil.

- C:ic t:,1plin dil bi ma hoa nrang d<1ikh6 dG gi:ii ma, tllY nhicn trong 111(1[Si,
t!'llang hqp eo th~ Sll d\lI1g c,ic ph~n l11~mkh6i p1wc dll' lii;u nlm FTK. Easd)s.
R-STUDIO ....<.l~kh6i ph\IC c,'tc li}P lin nguycn billl d,i bi ~\(I;i.

• Ctii <I(ltI(li to:il1 be) hi; th6ng, c:ii d~t phan 1110I11di~.virus d[mg Ibbi thi~'l
1(lpch~ d(l qip nh~l phicn b,in n.r di\n!!. ,I

••... • I 'I "
Dc gillp c,ic cO' quan ChlfC nang theo d6i" phan lich V:I ph:lIl ll'llg nhanh

chong vai cac lo?i mil di\c mai. ngay khi phi,! hi~n XliV 1':1S\f co vc l11;id(lC
Ransol11w:trc c:1n nhanh ch6ng thong baa v~:

Dilll IIIf)i (Ji~lI phi\i lrn~ C)'I'II qUfll' gia:

Tnmg 1,lm tJ'ng elm kh:1ndp milY tinh Vi~t Nal11(VNCUZT)
Dia chi: I S NguY~11Du - Ilai Bii Tnrng - II:, Nt)i
Di911lho\li: 0436404423
Di{'n tho(1i di d<)ng: 0934424009

110m tluf dienllr li~p nlH}nsIr c11:ir@vnccrt.gov.vn

Tran 1r<:lI1gdill O'n./.

Nai Il!l!iu:
- Nhu Hen:
~ Be) Tnn'JIlg NguY('rJ B~cSon (d& b/c);
- Th(, Truong Nguyen Thanh IIlrng ("~ b/c);
- eve I\n lOan lh6n~tin;
• Giim) ct<"C (d~ b/c);

. Chi nhnllh 116 Chi Millh:

. Chi Ilh,inh Da :-:ing;
- Luu: VT, Dl'liC(OI), KTIIT(lIl).
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