UBND TINH PAK LAK CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Dijc lap - Tw do — Hanh phiic
86:334/STTTT-CNTT Dk Lék, ngayiSthang S nim 2013

V/v phong ngilra, ngdn chin ma doc tong
ticn Ransomware WannaCry

Kinh gui:
- Vin phong Tinh uy;
- Vin phong HDND tinh;

- Van phong UBND tinh;

{ HOA TOC | - C4c s, ban, nganh, doan thé cta tinh;

- UBND cdc Huyén, Thi x4, Thanh phé;

Trong nhiing ngay qua, trén moi truong mang Internet. dd xudt hién ma
doc Ransomware WannaCry (hodc dugc biét véi cac tén khac nhu
WannaCrypt, Wanna CrvptOr WanaCryptOr 2.0, ...) lay lan nhanh chong trén toan
thé gidi, chi trong vai gi¢ di 1y nhi¢ém hon 100 ngan may tinh tai 74 qudc gia trén
thé gi¢i. Theo ghi nhan cta céc t& chirc an toan thong tin cua Viét Nam, ngay
[3/5/2017, ma dfc Ransomware WannaCry cling da lay nhiém vao mét sé may tinh
cua Viét Nam va ¢6 nguy co bung phat.

bay la ma doc rat nguy hiém, 6 thé danh ciip théng tin va ma hoa toan by mdy
chu hé théng, phu ong thic 1y nhiém cua Ransomware WannaCry tin cdng vao may
tinh thong thuong la thong qua cac tap tin dinh keém thu dién tr (email ) hode duong
dan (link) nhiing ma ddc gidng nhur céch tin cdng cla cac loai ma ddc tong tién khic.
Tuy nhién, dong ma ddc nay dugc bé sung kha nang lay nhiém trén céc may tinh két
noi mang.

Cu thé, khi ¢6 mot mav tinh trong hé thuno mang ndi bo (LAN) bi nhiém.
Ransomware WannaCry s& tién hanh quét toan bd céc mdy tinh trong cling mang noi
bo dé tim kiém céc mdy tinh, thiét bi khéc c¢d 15 1 hong EternalBlue cta dich vu SMB
(trén hé dICu hanh Windows). Tur d6, ma doc o thé ldy lan vao cdc mdy c6 16 hong
ma khong cin nguoi dung phai thao tac truc tiép voi tap tin dinh kém hoic duong
dan co ma doc.

Khi may tinh b nhiém Ransomware WannaCry, tat ca cac dur ligu trong may
tinh d6 déu bj ma hoa cac nan nhan duoc yéu cau nop sd tlen chude 12 300 ddng tién
ao Bitcoin dé mo khoa. Nan nhan chi ¢0 03 ngay dé nop tlen chude, sau 03 ngay gia
tlen s€ ting ap ddi, con sau 07 ngay néu van khong tra tién, cac dir liéu do s& vinh
vién khong thé phuc hdi duoc.

Pé ting cuong cong tac dam bao an toan thong tin cho hé thdng thong tin trong
cdc co quan, don vi nha nude, dic bi¢t la dé phong ngua, ngin chin ma doc tong
tién Ransomware WannaCry, S¢ Thong tin va Truyée én thong dé nghi cic co quan,
don vi thuc hién mot sé noi dung sau:

1. T6 chirc kiém tra, ra sodt, theo ddi, ngin chin két ndi dén cac may chi mdy
chti diéu khién ma doc Ransomware WannaCry va cép nhit vo cac hé thong bio vé



nhu: IDS/IPS, Firewall, ... cdc thong tin nhin dang theo khuyén céo ciia VNCERT
(cO phé t6 kém theo).

- 2. Thuc hién ngay cdc bién phap khic phuc céc 13 hom__, bao mat ton t‘u trén hé
thono cong nghé thong tin, cdp nhat cdc ban va méi nhét cla hé diéu hanh, phan
mém chdng virus, phin mém van phong MS Office, .

3. Dbi vdi cic hé théng thur dién tir: Nghiém tic thue hién bién phép bac dam
an toan thong tin theo cic huéng din ctia B6 Thong tin va Truyén théng tai Viin ban
56 430/BTTTT-CATTT ngay 09/02/2015 w viée huéng din bao dam an toan théng
tin cho hé théng thu dién tir cua co quan, to chirc nha nude. Khong thue hién mé cac
dia chi thu dién tr 6 dudmg din hodc tip tin (file) dinh kém khong tin tudng.

4. Néu phét hién mady tinh bi nhiém ma doc Ransomware WannaCry can nhanh
chong c¢b lap vung/méy da phat hién.

5. Tang cuong theo doi, giam sat vé mat noi dung, ky thudt hoat ddng cta cdc
hé thong thong tin nhim phat hién kip thoi céc su ¢d va céc ddu hiéu tin cong. T rong
truong hop phat hién cic dau hiéu tan cong cin som c6 bién phap khic phuc. Trong
trudng hop su ¢b nghiém trong cin thong bdo ngay cho S¢ Thang tin va Truyén
thong dé kip thori ¢o bién phap phdi hop xir Iy.

6. Kiém tra va thyc hién gip cac bude da duoe hudng din trude day tai van ban
s6 80/VNCERT-DPUC ngdy 09/3/2016 va vin bén 123/VNCERT-DPUC ngay
24/4/2017 cta VNCERT (pho 16 kém theo) dé phong trénh cdc cude tin cong quy
md 16n va nguy hiém khac.

Nhén duoc Cong van nay, dé& nghi Thu truong cdc co quan, don vi cua tinh,
Chu tich UBND cdc huyén, thi x4, thanh phd trién khai thuc hién, quan triét ndi dung
viin ban t6i toan thé cin b, cong chire, vién chire true thude don vi quan 1y /.

Noi nhin: ¥ KT. GIAM POC

- Nhu trén; pHO GIAE\/I BOC
- Cuc ATTT - B§ TT&TT (dé b/c):
- UBND tinh (dé b/c);

- VNCERT:

- Cdng an tinh (dé phéi hop);

- Lanh dao So;

- TT CNTT&TT, TT Céng TTDT;

-Luu VT, CNTT.

Ra Lan Trvong Thanh Ha
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PHU LUC
THONG TIN VE MA POC WANNACRY
heo céng vin sé 149 VNCERT-BPUC ngay 13/5/2017)

\'\T’Dﬁ sdch cde mdy chi diéu khién ma djc (C&C Server)

STT | Dija chiIP C&C STT Dia chi IP C&C
1 128.31.0.39 18 213.239.216.222
2 136.243.176.148 19 213.61.66.116
3 146.0.32.144 20 ¢, | 38.229.72.16
4 163.172.153.12 20 41 50.7.151.47
> 163.172.185.132 22 50.7.161.218
6 163.172.25.118 23 51.255.41.65
7 171.25.193.9 24 62.138.10.60
8 178.254.44.135 25 62.138.7.231
9 178.254.44.135 26 79.172.193.32
10 | 178.62.173.203 27 81.30.158.223
18] 185.97.32.18 28 82.94.251.227
12 | 188.138.33.220 29 83.162.202.182
13 188.166.23.127 30 83.169.6.12
14 1192.42.115.102 31 86.59.21.38
15 | 193.23.244.244 32 89.45235.21
16 | 198.199.64.217 33 94.23.173.93
17 212.47.232.237

IL. Danh sich tén tip tin

STT File name STT File Name
1 @WanaDecryptor@.exe 6 taskse.exe
2 b.wnry 7 t.wnry
3 c.wnry 8 u.wnry
4 s.wnry 9 Cac file v6i phan md rong

. wnry”
5 taskdl.exe 10 Céc file véi phan ma rong

. WNCRY”




III. Danh sich ma bam (Hash SHA-256)

=

SHA-256

ed01ebfbcIebSbbeas45af4d01bi51 071661840480439c6e5babe8e080e4

¢365ddaa345cfcaff3d629505572a484¢11522193 3d68e4a52130b8bb7bad

09246b3e1be080745a6d8d88d6b5bd351b1 c7586ae0dc94d0c238ee3642 ]

0a73291ab5607aef7db23 863¢cf8e72f55bcb3¢273bb47f00edf011515aeb5

428f2239afd2797ede700583d343052c326930bb55f567a_60298587b6e67

Sclf4f69c450ff9725d9969f9ffcf?9d07bd0f624606cfa5bcbacd221 1046ed

62d828ee000e44f670ba322644c2351fe3 1af5b8 8a98f2b2ce27e423dcl1d

72af12d8139a80f317e851a60027fdf208871 ed334¢12637f49d819ab4b03 |

85ce324b8f78021ecfcb811c748f19b82¢e61 bb093ff64f2eabd57f9ef19b1 |

ald9cd6f189beff28a0a49b10181ed4510128471 f004b3e4283ddc 717859490

a93ee7eal 3238bd038bcbec635f3961 9db566145498fe6eleat0e6e76d614

b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de2 760928 73bf58af2

eb47cd6293722141 1bb8daf35900a9897b2341600870892064066a6542

24d004a104d4d54034dbcffc2a4bl9al 1139008a575aa614ea04703480b1

2¢2d8bc91564050cf073745f1b117f4ffdd6470e87166abdfcd] Oecdff040a

7a828afd2abf153d840938090d498072b7e507¢702 1 edcdd8cobbaf727cafc

a897345b68191fd36f8cefb52e6a77ach23 67432abb648b9ae0a9d708406d

fb0b6044347e972e21b6c376e37e1 1 15dab494a2¢6b9fb28b92b1e45b45d

958812ef06b7e1c8509f32d8eddfal 8041 a9cc15b1¢90d6dad84a39fRdcdf9

(3] — | ] ] i | ] i ] | |
Ozmqmmb.um_o\ﬂooqc\m.hwmr—-

b43b23401 2b8233b3df6adb7c0a3b2bl3cc2354dd6de27e0928 7301582

4186675cb6706f9d51 167fb0f14cd318fcfb0065093f62b10al5f7d9a6c8d9

S R o
b | —

09a46b3elbe080745a6d8d88d6b5bd351b1c7586ae0dc94d0c23 8ee36421




BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM

TRUNG TAM UNG CUU ~ Dielap- Tudo-Hanh phc
KHAN CAP MAY TiNH VIET NAM ‘

) . Ha Ngi, ngay 24 thang 4 ndm 2017
$6: 425 JVNCERT - BPUC i

V/v cde phuong thire tén cong khai thac hé
théng méi ctia nhdm tin tic Shadow Brokers.

Kinh gui: ‘
- Cac don vi chuyén trach v& CNTT, ATTT Van phong Trung
vong Pang, Vin phong Chu tich nwée, Vin phong Quée héi,
Vian phong Chinh phu;
- Céc don vj chuyén trach vé CNTT cac 136, Nganh;
- Céc don vi thudce B Théng tin va Truyén théng;

Céc S& Thong tin va Truyén thong;

Céc Tap doan kinh té; Téng cong ty nha nudc; Té chue tai
chinh v ngén hang; Cac doanh nghiép ha tang Internet, Vién
théng, Dién luc, Hang khéng, Giao théng van (ai.

Ngay 14 thang 4 nam 2017, nhém tin tic cé tén 201 Shadow Brokers
tuyén bé da dinh cip duge mét b cong cu gian diép tén cdng hé théng nhim
khai thac dir ligu cuia Co quan An ninh mang qube gia Hoa Ky (NSA). Do khong
dat dugc thoa thudn vé tai chinh dé danh déi bd cong cu, nhém tin tic Shadow
Brokers da tung 1én mang thong qua website chuyén vé ma ngudn mo Github.
B céng cu bao gém cac chuong trinh nhi phan da duoc bién dich dé khai thic
bat ky hé théng nao sir dung cac phién ban cta hé diéu hanh Windows (rtr
Windows 10 va Windows Server 2016) théng qua cdc 16 héng chua duoe khai
théde. Muc tiéu cia cac cong cu tin céng ndy nhim vao céc (8 chic tién 1€, ngin
hang lon, phén ddng co tru sé tai khu vuc Trung Dong nhu UAL, Kuwait, Qatar,
Palestine va Yemen. Theo béo céo dénh gid cua cdc chuyén gia an toan thong tin
mang cho théy diéu nay cé gy ra nguy co mat an toan thdng tin rén dién réng
da quéc gia, trong dé c¢6 Viét Nam.

Thuc hién théng tu sé. 2T201V/TT-BTTTT ngay 04/10/2011 cua 136

Théng tin va Truyén théng quy dinh vé didu phoi cdc hoat dong tmge et su ¢b



mang Internet Viét Nam, nhdm ngin chin sur 18y lan va gidm thidu rii ro cho céc

don vi nim gitr hé théng théng tin quan trong, don vi va doanh nghiép st dung
giao dich thanh todn truc tuyén va nguoi dung Internet, Trung tdm VNCERT yéu
cdu cdc co quan, doanh nghiép can chu ¥ VA ting cudng cdng tdc bdo dam an
toan thong tin mang dé phong nglra su ¢ cé thé Xay ra.

Cic phuong thire tin cong khai thdc di li¢u h¢ théng duge dua ra
nhuw sau:

Mot trong céc cong cu Hacking duge calhg bd goi la Eternalromance, chua
mot giao dién d& su dung va khai thic hé théng Window théng qua cac céng
TCP 445 va 139. Céc 15 héng ciia hé didu hinh Window duoe cong bé gbr:
EternalBlue (MS17-010), EmeraldThread (MSIO—O6), EternalChampion (CVE-
2017-0146 va CVE-2017-0147), ErraticGopher (15 héng trén Windows Vista -
khéng duoc ho wrg), EsikmoRoll (MS14-068), EternalRomance (MS17-010),
EducatedScholar (MS09-050), EternalSynergy (MS17-010), Eclipsed Wing
(MS08-067).

Bén canh do, nhém tin tic Shardow Brokers con khai thac 16 héng Zero-
day (CVE-2016-6366) ExtraBacon qua giao thirc SNMP - giao thirc ting g
dung trong phin mém Cisco ASA cho phép tin tic khéng can xac thue tir xa dé
khéi déng lai hé théng hodc thuc thi ma thy y, tir d6 chiém quyén kidm soat thiét
bi. M6t hanh vi tAn céng hé théng cta Cisco cling dugc khai thic théng qua tép
tin giai ma luu lugng mang riéng a0 (VPN) Cisco PIX va cdy mi doc vio bo
mach chu firmware nhim che ddu hanh vi va x6a diu vé:,

bt phong tranh cdc rii ro mit an toan thong tin mang lién quan dén
cde cong cu tin cong ctia nhém tin tic Shardow Broker dua ra, Trung tim
VNCERT khuyén cdo cic don vi, doanh nghi¢p sir dung cic bién phap sau:

- D6i v6i hé théng st dung hé didu hanh Windows (tr Windows Server
2000 té1 Windows Server 2012, Windows XP, Windows Vista, Windows 7,

Windows 8,...) nhanh chong ra soat va cap nhat cac ban va 13 duge canh bao

rén tai website chinh thic clia Mircosoft;




- D6i v6i hé thng sir dung cac thlet b1 «cua Cisco, ca p nhat cdc ban va 16i
lién quan dén 15 héng zero - day (CVE- 2016 6366) Dé bao ¥ di licu an toan,
méy tinh nén dugc bao vé ding sau Router hoac Irir L,walls l] ang b ¢dc hé théng
phong chéng tAn céng mang nhu IPS/IDS F IréWd”":

- Cap nhét phién bén méi nhit cia cac chucr“w trinh diét Virus ch. phat
hién va xur Iy cac ma thue thi do tin tic tdn cdng vao hé théng;

- Thyc hién sao lwu dit liéu dinh ky: S dung cdc 6 dia luu trif neoai nhu 6
clng cim ngoai, 6 dia USB dé luu trit cic dit liéu quan trong trong may tinh.
Sau khi sao luu xong dua ra cit giir riéng *Isfé 1<h6nn két ndi vap internet,

Pé gitp céc co quan chirc nang theo d01 plmr tich va kl ) thoi phén tng
nhanh v&i cdc phuong thire tin cong méi, ngay khi p‘ml hlen Sur. u) va khéng ¢
kha néng xr ly théng béo ngay vé:

Diu méi Pidu phéi frng ciru sw ¢6 Qude gf;\: ‘

Trung tim Ung ctiu khin cap mdy tinh Vif:l Nam - VNCERT

- Dia chi: Tang 5, Toa nha 115 Tran Duy Hung, Cau Gidy, Fla Noi:

- Dién thoai: 04 3640 4423 s6 may 1& 112;

- Pudng diy ndng: 0934 424 009;

- Hom thur dién tir tiép nhan béo cdo sw ¢6: ir@vncert.oov.vn.

Trén trong./.

N?\;;l nhin; KT. GIAM bOC

= NI trén,

. el HO GIAM HOC

- Thir trudng Nguyén Thanh Hung (dé b/c); »‘f \\\“ T ’_-\

- Cyc ATTT, Cuc BBTW, VNNIC, NEAC, a:" CTRUNG TAM % ,
- Giam dbe (dc ble); fiz f]"muljl KHANCAP 'z | /
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BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM

TRUNG TAM UNG CU'U KIIAN CAP Bjc lip - Tir do - Hanh phiic
MAY TINH VIET NAM
Sé: O /VNCERT-DPUC |
Canh béo hinh thire 1dy nhiém mdi cia ma Ha Ngi, ngay 09 thang 03 nam 2016

dge ma hod tai liéu (Ransomware)

Kinh guri:

- Céc don vi chuyén trach vé CNTT cdc B, Nganh;
Céc S¢ Thong tin va Truyén thong;

Cac nha cung cdp dich vu Internet (ISP):

Céc don vi thude Bé Théng tin va Truyén théng

L]

Trong tudn diu thing 03/2016, Trung tdam VNCERT ghi nhan céch thire tin
cdng méi cua tin tic nhim vao cdc co quan t6 chire co sir dunq cdc hom thu dién
tir ngi bg. Véi céch tan cong mai ndy, tin tde s& gid mao mot dia chi dién ur co
dudi la @tencongty.com.vn dé giri thir dién tr ¢6 kém ma doc dén cde ngudi
ding trong cong ty d6. Pé qua mit cac hé thong do quét ma déc, cic ma doc
thuong duge nén lai dudi dinh dang zip hodc .zar. Qua phin tich ctia chuyén gia
VNCERT véi mét sy ¢ cho thiy, t¢p tin chita ma ddc .zip chira bén Ong cac
tép tin thyue thi nhu Js (day la mot tép tin Javascript) holic 1€p tin vin ban nhu
doc, .xls..., khi ngudi ding mé 13p tin ndy ma déc s¢ duge kich hoat va tr dong
Lai 1ap tin ma ddc ma hoa tai lidu va tw thue thi trén mdy. Véi trudmg hop ma doc
ma héa tai lidu thi ma de sé 1ién hanh ma ho4 noi dung toan b cic dir licu rén
mdy nan nhan véi thuat todn ma héa manh dé khéng thé giai ma duoc vai muc
dich bat céc dit li¢a trén may dé tdng tién nan nhin. Véi v. ¢c gia mao chinh cic
dia chi thr dién tr ctia don vj s& lam cho ngudi dung khé phdt hién cic thu gia

mao din dén sb luong cac mdy tinh b lay nhiém ma doc ma hoa dir licu ¢6 thé
ldn}, cao.

Thuc hién Thong tr sd 27/20] H'I“T BTTTT ngay 04/10/2011 cua Bo
Thong tin va Truyén théng quy dinh vé diéu phdi cac hoat ddng tmg ctru sur ¢
mang Internet Viét Nam, nhim ngin chin sy ldy lan va gidm thiéu this hai cho
nguoi ding Internet, Trung tim VNCERT yéu cu cic co quan, t6 chire cin chu
Yy va 1ang cudng céng tic tuyén truyén rong rii dén cde nhan vien, ngudi ding
mady tinh dé phong ngira sur ¢6 ¢6 thé Nay ra.


mailto:@teneongty.eom.vn

1. Guri tdp tin dinh kém thwr dién ur, khi ngm&i dunﬂ mb hp tm thi ma doc
s¢ tr dong lay nhiém vio may tinh ngrdi dung, i

Lhua du‘dngtiﬁn fdén ma doc vi

R

2. Gui thu dién 1 hodc tin nhin dién ur w

véu cu ngudi diing tai vé va cai dat; ih i

Ngodi ra may tinh con ¢6 thé bj lay nhwm thmm qua dtmng, khac nhuir qua

sde thiét bi luu o, qua qud trinh cai dat phan mém k]umn rd ngudn goc. sao
chép dir liéu tir médy nhiém....

Diu hiéu nhan biét cua loai ma doc sau khi may tinh bi nhidm 13 cac ta]
liéu, van ban sé bi thay déi noi dung va dbi tén phin m@ ri)ng. phd bién 13 cac
1ap tin ¢6 dinh dang: .doc, .docx, .pdf, .xIs, .xlsx, JPE, (XL, ppL . ppIX,..mOt 5O
logi con khod may tinh khéng cho sir dung va dm Uen chuoc ‘

bé phong ngira cic loai ma déc Ransomyw: arc trnng ﬂnh hinh hién aay,
Trung tim VNCERT khuyén cdo cie don vi xir ly mﬁi w bién phip sau:

.

L. Phong ngiva dé han ché 16i du kha ndrng bi nh:é‘m ma déc:

- Phan quyén hop ly cho cic loai tai khoan ngudi dtm" bdo vé cic tap tin

khong cho phép xo0d, stra ndi dung cde 14p tin quan trong.

- Cai dat va thuong xuyén cap nhit cho hé diéu hanh. phin mém chong, ma
ddc nhu Kaspersky, Symantec, Avast, AVG, MSE, Bkav, CMC....

- Chu y canh gidc vai cdc tip tin dinh kém. cc dudmg lién két an duoc g

dén thu dién ur ngudi dung, ké ca ngudi gt tir trong noi bo.

- Thue hién ede bién phap k§ thudt nhim kiém tra xde thire ngudi ding irén
may chu giri email cta don vi, tranh bj gid mao nguoi g 1 ndi b,

- Tat cdc che dé tr dong ma, chay tdp tin dinh kém theo thu dién tir.

2. Thue hiégn sao luwu div lidu dinh ky:

- Str dung cde 0 dia huu trir nhu O elmg cdm ngoai, O dia USB dé lu i

> dir li¢u quan trong trong méy tinh. Sau khi sao ltu xong dua ra cét gilr ridng,

- St dung cac cdng cuy, gidi phap chuyén dung dé sao Liru dir liéu nhur: céc

mdy chd quan Iy tdp tin, mdy chu sao luu tr xa, cic cong cu lhuru trir dam may

cho phép khéi phuc lich sir thay déi cua tap tin.




3. Xur ly khi phdt hién [y nhiém ma dﬁc:

Khi ma ddc lay nhiém vao mdy tinh. ma dnc s¢ m.n hanh quét va ma hoi

céc 1'1p tin llong mot khoang Ihm gian, I)O. do vu..c‘ pbdn um, nhanh l\hl pl] it

- Khong dugce khai dong lai may tinh 1heo cach ﬂmm llurcmn ik phm khoi

dong tir hé diéu hanh sach khac (khuye én nghl hc dtcu hanh 1. mu\} nhur tr 6 dia
CD, USB,...sau dé thue hién kiém tra cac tap lm dir li¢u va sao huu cac di liéu

chua by ma hoa.

- Cdce tdp tin dd bi ma hod twong déi kho dé giai ma, tuy nhién trong mot s6
trudng hop ¢6 thé str dung cac phan mém khoi phuc dir liu nhu FTK, LEaseUs,
R-STUDIO,...d¢ khéi phuc cac tap tin nguvén ban da bi xoi.

- Cai dit lai 10an bo h¢ thong. cai dat phdn mém dic: virus dong thoi thict
lap ché do cap nhat phién ban tu déng. _ 7 S

Dé gitp cic co quan chire néing theo doi, phan tich va phin L'rnu nhanh
chong véi cic logi ma déc mdi, neay khi ph'\t hidn xav ra sur ¢d vé mi doc
Ransomware can nhanh chén g thong bao vé

Dau méi didu phéi Gmg ciru quic gia:

Trung tdm Ung ctru khin ¢ ip may tinh Viét Nam (VNCERT)

- Dia chi: 18 Nguyén Du - [1ai Ba Trung — [1a Noi

- Dién thoai: 0436404423

- Dién thoai di déng: 0934424009

- Hom thu dién tir tiép nhén su ¢6: ir@vneert.gov.vn
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