
U13ND TINH DAK LAKsa THONG TIN vA TRUVEN THONG

S6: 3.9d!STTTT-CNTr

vIv cilllh bao va phimg ngira ma dQc
EtcrnalRocks.

Kinh giri:

CONG 1I0A xA HOI CIID NGHiA VII;:T NAM
DOc I~p - T\I' do - H~nh (lhiIC

Dc1k L,}k, ngciy 05 lining 6 ndlll 20/7

- Van phlmg Tinh llY;
- Van phiJng IIDND t1nh;
- Van phiJng UBND [inh;
- Cac sa, ban, nganh, uoan tht? Clla tlnh;
- UBND cac huy~n, thi xii, thanh pht>.

Sa Thong tin va Truy~n thong nh:}n uugc cong van s6 126/CV -BKI\ V 17 ngay
30/5/2017 cua Cong ty c6 ph5n BKA V (l3KA V h} don vi lcim vi~c lrong linh l'lI'C vJ an
lIinh 1II(lIIg l(1i Vi?1 Naill) v~ vi~c canh bao m5 dOc mal EternalRocks (phO 16 kCIII
Iheo). Thco cac 16 chuc lam vi~c trang ITnh v\re an tmin thong tin, EtemalRocks hi mOt
lo~i m5 dQc cO' S\f anh huang r~t Ion vf: an loan an ninh thong tin d6i vai may linh eli
nhan va cO'the cO' tlk dQng lau dai tren Imin bQ khong gian m~ng.

Mii uQc ElcmalRocks khai thac clic 16 h6ng djch V\I 5MB de phat tan tren Cal'
thi~t bi Windows co the dugc Slr d\lI1g de th\rc hi.;n Cal' cu(\c t~n cong co chtl dich
APT. Mii uQc miy co kha nang lay rQng nhl1 sir d\lI1g toi 7 cong C\l t~n c6ng bi ro ri n'la
NSA (bao g(jlll: E!erna/Bille, ElernaIRo/l/(l/1ce. ElemalChalllpion, ElernalSynergy,
5MBTollclJ, Al'c!lTouch vci Doublel'lIlsar).

D6 ph<lng ngira ma dOc EtcrnalRocks, Str Th6ng tin va Tnlyf:n th6ng d~ nghi dc
W lJl1l111,uan vi ti~p t1,lCChll dQng lri~n khai, th\lc hien cac bi.;n phap dam blio an lmln
an ninh thong tin theo n(li dung cang van s(1 334/STTIT -CI\TT ngllY 15/5/2017 clla
Sa Thong tin va TruyEn th6ng vi! vi~c phiJng ngira, ngan ch(in ma dQc 16ng (ien
Rar:somware WanaCry va Slr d\lng cang C\llJUet clic 16 h6ng 5MB (ren may linh theo
khuy~n cao cua BKA V (huang dan kelll l!leo).

Nh~n uugc eong van nay, di! nghi cu quan, dun vi trii!n klmi th\lc hien./.
No'i 11"(111: Y-
- NIIlf trcn;
- UUND tinh (d~ b/e);
- Vl\CERT;
- Cang an tinh (d~ ph6i hgp);
- Liinh d~o So;
- TT CNn&n, TT C6'g nDT;
- Lilli VT,CNTT.

Ra Lan Tnnmg Thanh H:.



mfONG DAN SU Dl)NG CONG Cl) HKAV CHECKWANCRY

Buo'c I: Tai B1<uvChec!<WunCry lir I link: Bkav,colll.vnffooIlCheckWanCry.exe

BuO'c 2: Ch(lY file CheckWunCry.exe vira llii v6 va sau do eh9n tim 1Il\ICdn quet.

BuO'c 3: Ch9n Quet

BuO'c 2: ChQu Ibll Ill1!C

B.lm nUt 'Quet' de blt •.••u

BllO'C 3: Ch9n Quot

-11- Que!. ",I), ' •.,din'"._~ •..•.l_.,~_
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