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86:34-J4/UBND-KGVX Dék Lk, ngay o4 thang 10 ndm 2017
V/v nguy co bao mét tlr cdc thi€t bi mang
cua hang D-Link

Kinh gui: ,
- Van phong Tinh uy;
- Vin phong Doan Dai biéu Quéc hoi tinh;
- Van phong HDND tinh;
- Van phong UBND tinh;
- C4c S, ban, nganh va doan thé cla tinh;
- UBND c4c huyén, Thi x4, Thanh phd.

Ngay 02/10/2017 B Cong an dd c6 thong bao s6 27/TB-BCA-A68 vé viéc
canh bao nguy co bado mat tir cac thiét bi mang cuia hang D-Link. Hién nay, san pham
cia hang D-Link dugc st dung tuong d6i phd bién trong co quan nha nudc, cac t6
chirc, doanh nghi€p va ké ca & cac ho gia dinh. Tuy nhién, san pham cua hing D- Link
¢6 nhiéu 15 hdng bao mat nghiém trong, nhiing 16 héng dwoc cai dit sin tir khi Xudt
xudng lién tuc dugc cdc chuyén gia an ninh mang phat hién va cong bb.

Theo théng k&, tir 2001 dén nay, c6 114 16 hong bao mét trén cac san phim cua
hang nay dugc phét hién va cong bd, gan 50% trong sb6 d6 dugc phat hién trong 03
nim tré lai day, 36 16 hdng bao mat (chiém hon 30%) dugc phat hién chi trong 09
thang dAu ndm 2017. Md&i day, ngay 08/9/2017, 10 15 hdng bao mat zero- day trén cdc
thiét bi Wifi Router D-Link 850L da dugc cong bd, cho phép tin tac chlem quyen
diéu khlen thiét bi, cap nhat firmware cai ma doc, danh cép thong tin, trién khai theu
kich béan t4n cong nguy hiém Khac vao hé théng mang. Cac 15 héng nay dugc ton tai
trén c4 02 phién ban cua thiét bj Wifi Router D-Link 850L la: “DIR-850L Rev. A” —
phién ban A sir dung firmware Fw114wwb07_H2ab_Betal va “DIR-850L Rev. B”
phién ban B sir dung firmware Fw208wwb02, bao gdm nhu sau:

- Thiéu co ché bao vé Firmware: Do khong c6 co ché bao vé thanh phan diéu
khién, tin tic c6 thé tai 1én mot bd diéu khién doc hai méi. Firmware danh cho D-
Link 850 RevA khong cé mat, khiu, D-Link 850L RevB dugc bao vé bdi mat khiu
dugc mé hoa cing.

- L(‘E héng XSS: C4 hai tinh ning LAN va WAN cuta D-Link 850L RevA déu
chira 16 héng XSS, cho phép tin tic thuc hién tin cong ngudi ding nhim danh cép
cookie.

-L3 hong 14y mat khu quan trj va thém ngudi ding toan quyén truy cdp vao
bo dinh tuyén théng qua giao thuc cua MyDLink.



- Giao thirc ddm may yéu: Giao thic MyDLink hoat dong thdng qua kénh TCP
khoéng dugc ma hoa.

- Truy cép backdoor.

- Khoa riéng tu dugc ma.cing trén firmware.

- Khong c6 co ché kiém tra xéc thyc.

- Quyén quén ly tép tin yéu va luu trit thong tin ddng nhap duéi dang vin ban
r0 rang.

- Cac may tram ndi by st dung DHCP c6 thé bi tAn cong dua mi doc vao
chiém quyén kiém sot thiét bi.

-L6 hong tn cdng tir chdi dich vu khién bo dinh tuyén bj treo.

Nhiing phat hién trén cho thay cac san pham mang hang D-Link chua cé co
ché bao mat bao dam, néu cac thiét bi nay dit vao nhitng phan doan mang quan trong,
khi bi tAn cong s& nguy co mat an toan, an ninh thong tin mang.

Trén co s¢ d6, UBND tinh yéu cau cac Co quan, don vi, dia phuong can trién
khai mot sb noi dung sau day:

1. Ra soat céc thiét bi mang dang su dung tai co quan, don vi minh. Néu c6
thiét bj mang ctia hang D-Link thudc 02 phién ban trén thi cdp nhét ngay firmware
phién ban d3 v4 15i cho cac thiét bi D-Link con tdn tai lo héng bao mat nghiém trong;
loai bo céc thiét bi mang cua hang D-Link c6 16 héng néu chua dugc cap nhat ban vé;
c6 ké hoach thay thé ho#c chuyén cac thiét bi D-Link ra khoi cac phan doan mang
quan trong.

2. Do1 v6i céc hé théng mang quan trong, chira bi mat nha nudc, céc co quan
chii quan cén phdi hop chit ch& véi luc lwong An ninh mang Bo Cong an dé kiém tra,
ra soét an toan, an ninh thong tin trudc khi dua thiét bi vao van hanh trong hé théng.

Trén day 1a canh bdo nguy co 156 héng bao mat gdy mét an toan, an ninh thong
tin tlr cac thiét bi mang cia hang D-Link. UBND tinh yéu cu Thu truéng cic co
quan, don vi nghiém tic trién khai thuc hién.

Pé nghi Vin phong Tinh uy trién khai van ban nay dén céc Co quan, don vi

trong khdi Dang./. fg
ol KT. CHU TICH
- Nhur trén? |
- CT, PCT UBND tinh; i HU TICH
- Vian phong UBND tinh: ’

+ CVP, PCVP (B/c Nguyén);
+ Phong QTTV, TTTT Coéng béo;
- Luu VT, KGVX (H™N-90b)

Nguyén Tuin Ha




