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Ngay 02/10/2017 Bo Cong an da c6 thong bao s6 27/TB-BCA-A68 v€ viec
canh bao nguy co bao mat til cac thi~t bi mang cua hang D-Link. Hien nay, san pham
cua hang D-Link duoc sir dung wang d6i ph6 bien trong co quan nha nuoc, cac i6
chirc, doanh nghiep va k€ ca 6' cac ho gia dinh. Tuy nhien, san pham cua hang D-Link
c6 nhieu 16 hong bao m~t nghiem trong, nhtrng 16 h6ng duoc cai d~t s~n ill khi xuit
xuong lien tuc ducc cac chuyen gia an ninh mang phat hien va cong b6.

Theo th6ng lee, ill2001 d~n nay, c6 11416 h6ng bao m~t tren cac san ph~m cua
hang nay dUQ'cphat hi~n va cong b6, g~n 50% trong s6 d6 duQ'c phat hi~n trong 03
nam tr6' l~i day, 36 16 h6ng bao m~t (chi~m han 30%) duQ'c phat hi~n chi trong 09
thang d~u nam 2017. M&i day, ngay 08/9/2017, 10 16h6ng bao m~t zero-day tren cac
thi~t bi Wifi Router D-Link 850L da dUQ'ccong b6, cho phep tin t~c chi~m quy€n
di€u khi€n thi~t bi, c~p nh~t firmware cai rna doc, danh c~p thong tin, tri€n khai nhi€u
kich ban tin cong nguy hi€m Khac vao h~ th6ng m~ng. Cac 16h6ng nay duQ'c t6n t~i
tren ca 02 phien ban cua thi~t bi Wifi Router D-Link 850L la: "DIR-850L Rev. A" _
phien ban A sir d\mg firmware Fw114wwb07 _H2ab_Betal va "DIR-850L Rev. B"
phi en ban B sir d\mg firmware Fw208wwb02, bao g6m nhu sau:

- Thi~u cO'ch~ bao v~ Firmware: Do khong c6 CO'ch~ bao v~ thanh ph~n di€u
khi€n, tin t~c co th€ tai len mot bo di€u khi€n doc h~i m6i Firmware danh cho D
Link 850 RevA khong c6 m~t.kh~u, D-Link 850L RevB duQ'c bao v~ b6'i m~t khAu
duQ'c rna h6a cung.

- L6 h6ng XSS: Ca hai tinh nang LAN va WAN cua D-Link 850L RevA d€u
chua 16 h6ng XSS, cho phep tin t~c th\lc hi~n tin cong nguai dung nh&m danh c~p
cookie.

- L6 ~6ng 1iy m~t kh~u quan tri va them nguai dung toan quy€n truy c~p vao
bO dinh tuyen thong qua giao thuc cua MyDLink.



- Giao tlnrc dam may y~u: Giao tlnrc MyDLink hoat dl)ng thong qua enh TCP
khong diroc rna h6a.

- Truy c~p back1oor. !
- Kh6a rieng tu ?~qC,ma.cung tren firmware.
- Khong c6 co che kiem tra xac thuc, I

_ , - Quyen quan 1~1t~p tin y~u va hru trfr thong tin dang nhap diroi d~d van ban
ro rang.

- Cac may trarri nl)i bl) su dung DHCP c6 th€ bi t~n cong dira m dl)c vao
chiem qu:en,ki€~ soaf thiet bi., r ,

- Lo hong tan cong tu choi dich vu khien bl) dinh tuyen bi treo.

Nhtmg phat hi~rl tren cho th~y cac san pham mang hang D-Link chua c6 co
ch~ bao,m~t bao dam, n~u Ca?thiet bi nay d~tvao nhfrng phan doan mang quan trong,
khi bi tan cong se ngu co mat an tom, an ninh thong tin mang.

Tren co So' do, UBND tinh yeu c~u cac Ca quan, dan vi, dia phuang c~n tri€n
khai ml)t s6 nl)i dung tau, day: , ,

1. Ra soat CaC~hietbi m~ng dang su dl,lIlgt~i ca quan, dan vi minh. Neu c6
thi~t bi m~ng cua ha g D-Link thul)c 02 phien ban tren thi c~p nh~t nga)i firmware
phien ban da va 16ic 0 cac thi~t bi D-Link con t6n t~i 16h6ng bao m~t ngHiem trQng;
lo~i ~6 cac thi~t bi m'lng cua han~ D-Link ?6l6 h6ng n~u chua duqc c~p4~t ban va;
c6 ke ho~ch thay the ho~c chuyen cac thiet bi D-Link ra kh6i cac phan do~n m~ng
quan trQng.

2. B6i v&i cac!~ th6ng m~ng quan trQng, chua bi m~t nha nu&c, c.~cca quan
chu quan c~n ph6i hq ch~t che v&il\Ic lUQl1gAn 1}-inhm~ng BI)Cong an ~€ ki€~ tra,
ra soat an toan, an ni thong tin tru&c_kh~dua thiet bi vao v~n hanh trong h~ thong.

Tren day la ca bao nguy ca 10hong bao m~t gay mat ~n toan, an rinh thong
tin tU cac thiet bi m~ng cua hang D-Link. UBND tinh yeu cau Thu tru&ng cac ca
quan, dan vi nghiem rc tri€n khai th\Ic hi~n.

Be nghi Van I1hongTinh uy tri€n khai van ban nay d~n cac Ca quan, dan vi
trong kh6i fl!mg./.Af '

NO'inhfjnr
- Nhutren,
- CT, PCT UBND tinh;
- Van phOngUBND tinh:
+ CVP, PCVP (Die Nguy~n);
+ PhOngQTTV, TTTT fong bao;

- Luu VT, KGVX (HTN-90~)

Nguy~n Tu§n Hit


